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notice, and should not be construed as a commitment by MD5 Ltd.

MD5 Ltd assumes no responsibility or liability for any errors or inaccuracies that may appear in this
document.

The software described in this document is furnished under license on a subscription basis and may
only be used or copied in accordance with the terms of such license. VFC will cease to function once
the subscription period expires.

VFC® and the V-(F€ logo are registered trademarks of MD5 Ltd.
VMware® is a trademark of VMware, Inc. and may be registered in certain jurisdictions.

Microsoft® and Microsoft® Windows® are trademarks of Microsoft Corporation that may be registered
in certain jurisdictions.

All other products or name brands are trademarks of their respective holders and are acknowledged.

Contact Details

Address: MD?5 Ltd, PO Box 96, Normanton, West Yorkshire, WF6 1WY, United Kingdom
Phone: +44 (0) 1924 220999

Sales: sales@md5.uk.com

Support: support@md5.uk.com

VFC5 Technical Requirements

PC running Windows 7 SP1 or later *

1024 x768 resolution display or higher

Minimum 100MB free space (in practice lots more will be required for VMs)
VMware Workstation Pro/Player v12 or later

Full Admin permissions to install VFC and mount/unmount images

VFC Mount (provided) or appropriate third-party mount tool

USB port (for dongle)

* It is also possible to run VFC on an Apple Mac computing using BootCamp. We understand that this may work
well but are unable to formally support this at this time
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End-User License Agreement (EULA) of Virtual Forensic Computing (VFC)

This End-User License Agreement ("EULA") is a legal agreement between you (“You” or “User”) and
MD?5 Ltd

This EULA agreement governs your acquisition and use of Virtual Forensic Computing (hereafter “VFC”)
software ("Software") directly from MD5 Ltd or indirectly through a MD5 Ltd authorized reseller or
distributor (a "Reseller").

Please read this EULA agreement carefully before completing the installation process and using the VFC
software. By pressing the “I Agree” button you enter into the terms of this binding contract between
you and MD5 Ltd and it validates a license to use the VFC software and contains warranty information
and liability disclaimers and constitutes acceptance of the terms of this License Agreement

If you do not agree with the terms of the license, Choose the “I Do Not Agree” button and/or exit the
installation of VFC.

If you are entering into this EULA agreement on behalf of a company or other legal entity, you represent
that you have the authority to bind such entity and its affiliates to these terms and conditions. If you
do not have such authority or if you do not agree with the terms and conditions of this EULA agreement,
do not install or use the Software, and you must not accept this EULA agreement.

This EULA agreement shall apply only to the Software supplied by MD5 Ltd herewith regardless of
whether other software is referred to or described herein. The terms also apply to any MD5 Ltd
updates, supplements, Internet-based services, and support services for the Software, unless other
terms accompany those items on delivery. If so, those terms apply.

License Grant

MD5 Ltd hereby grants you a limited, non-transferable, non-exclusive license to use VFC software on
your devices in accordance with the terms of this EULA agreement.

You are permitted to load the VFC software (for example a PC, laptop, mobile or tablet) under your
control. You are responsible for ensuring your device meets the minimum requirements of the VFC
software.

You are not permitted to:

o Edit, alter, modify, adapt, translate or otherwise change the whole or any part of the Software
nor permit the whole or any part of the Software to be combined with or become
incorporated in any other software, nor decompile, disassemble or reverse engineer the
Software or attempt to do any such things

e Reproduce, copy, distribute, resell or otherwise use the Software for any commercial purpose

e Allow any third party to use the Software on behalf of or for the benefit of any third party

Copyright 2007-2019 MD5 Ltd, Revision 19.8.30.5.0.8 Page | 6
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e Use the Software in any way which breaches any applicable local, national or international law
e Use the Software for any purpose that MD5 Ltd considers is a breach of this EULA agreement

VFC Usage

VFC is licensed for legitimate investigatory purposes only.
By accepting this agreement, the user is confirming that they are:
1. Using VFC in compliance with the laws of your jurisdiction.
2. Using VFC for a legitimate investigatory purpose
3. Accepting responsibility for compliance with third party software licenses and have permission
to use third party software for investigatory purposes

Support

MD5 Ltd reserves the right to modify the Software from time to time without obligation to notify you,
or any other person or organization of such revision or change.

Intellectual Property and Ownership

MD?5 Ltd shall at all times retain ownership of the Software as originally downloaded by you and all
subsequent downloads of the Software by you. The Software (and the copyright, and other intellectual
property rights of whatever nature in the Software, including any modifications made thereto) are and
shall remain the property of MD5 Ltd.

MD?5 Ltd reserves the right to grant licenses to use the Software to third parties.

Limitation of Liability

IN NO EVENT WILL MD5 LTD BE LIABLE FOR ANY DAMAGES, INCLUDING LOSS OF DATA, LOST
OPPORTUNITY OR PROFITS, COST OF COVER OR ANY SPECIAL, INCIDENTAL, CONSEQUENTIAL, DIRECT
OR INDIRECT DAMAGES ARISING FROM OR RELATING TO THE USE OF THE SOFTWARE, HOWEVER
CAUSED ON ANY THEORY OF LIABILITY. THIS LIMITATION WILL APPLY EVEN IF MD5 LTD HAS BEEN
ADVISED OR GIVEN NOTICE OF THE POSSIBILITY OF SUCH DAMAGE. THE ENTIRE RISK AS TO THE USE
OF THE SOFTWARE IS ASSUMED BY THE USER. BECAUSE SOME JURISDICTIONS DO NOT ALLOW THE
EXCLUSION OR LIMITATION OF LIABILITY FOR CERTAIN INCIDENTAL, CONSEQUENTIAL OR OTHER
DAMAGES, THIS LIMITATION MAY NOT APPLY TO YOU.
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Disclaimer of Warranty

TO THE EXTENT PERMITTED BY APPLICABLE LAW ALL MD5 LTD SOFTWARE, INCLUDING THE IMAGES
AND/OR COMPONENTS, IS PROVIDED "AS IS" AND WITHOUT EXPRESS OR IMPLIED WARRANTY OF ANY
KIND BY EITHER MD5 LTD OR ANYONE ELSE WHO HAS BEEN INVOLVED IN THE CREATION, PRODUCTION
OR DELIVERY OF SUCH SOFTWARE, INCLUDING BUT NOT LIMITED TO ANY IMPLIED WARRANTY OF
MERCHANTABILITY, NONINFRINGEMENT OR FITNESS FOR A PARTICULAR PURPOSE. NO COVENANTS,
WARRANTIES OR INDEMNITIES OF ANY KIND ARE GRANTED BY MD5 LTD TO THE USER.

Government Rights

If used or acquired by the Government, the Government acknowledges that (a) the Software
constitutes "commercial computer software" or "commercial computer software documentation" for
purposes of 48 C.F.R. 12.212 and 48 C.F.R. 227.7202-3, as applicable and (b) the Government's rights
are limited to those specifically granted to you pursuant to this License. The contractor/manufacturer
is MD5 LTD, PO BOX 96, Normanton, West Yorkshire, WF6 1WY, UK.

Termination

This EULA agreement is effective from the date you first use the Software and shall continue until
terminated. You may terminate it at any time.

It will also terminate immediately if you fail to comply with any term of this EULA agreement. Upon
such termination, the licenses granted by this EULA agreement will immediately terminate and you
agree to stop all access and use of the Software. The provisions that by their nature continue and will
survive any termination of this EULA agreement.
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Overview of VFC

VFC (Virtual Forensic Computing) is a forensic application designed to handle a variety of hard disk drive
sources (physical disk, bit-for-bit disk copy or forensic image file) and successfully transpose over 95%
of such images into virtual machines - without expensive physical hardware disk caches or time-
consuming conversion processes.

VFC is designed to predominantly utilise user-mounted forensic whole-disk image files which are then
presented to the system as an available physical disk. This mounted disk is read-only and cannot be
directly modified.

VFC can also utilise (write-blocked) ‘real’ physical disks or bit-for-bit ‘flat’ disk images, commonly
referred to as RAW or DD images. Without the use of a write-block device, original disks can (and
probably will) be altered, thus compromising the integrity of the original data. The same is true of DD
images when accessed directly.

VFC interrogates the selected device and calculates the disk geometry and partition information. It
uses these calculations to create a virtual disk cache so that the required partition can be queried
without risk of altering the underlying data.

Once the image source has been selected, VFC will list the available partitions and display them on the
main system dialog. In general, the partition marked ‘ACTIVE’ will be the one containing the Operating
System. With certain systems (such as Windows Vista and above) the ACTIVE partition may only be
around 100MB and will not actually contain an OS. In these instances, select the next available
partition, which will typically occupy the remainder of available disk space and will contain the OS.

For Windows Operating Systems, once the required partition is selected, VFC default behaviour is to
analyse the OS by querying registry data, the SAM file and system files. The resultant information is
displayed on the main VFC screen.

At this stage, VFC has sufficient information with which to create the required disk files and inject any
required system fixes. The default file names of ‘New Virtual Machine’ and ‘New Virtual Disk’ can
optionally be manually changed prior to generation of the VFC VM. If building a VM with multiple drives,
it can be prudent to change the name of the Virtual Disk so that the boot disk is easily recognisable for
other features such as password bypass.

Once the VFC VM has been generated, the launch facility is enabled and the machine can be booted
into a virtual environment. VFC 4.50 introduced the Launch Now/Later pop-up to speed up the launch
process & prompt the user to consider additional steps prior to launch (e.g. modifying the hardware).

Whilst there may be some limitations (particularly with screen resolution and OEM hardware devices),
the user can then interrogate and interact with the virtualised system in as close an approximation to
the original as is possible. Installing VMware tools will resolve a lot of minor issues surrounding screen
resolution and mouse compatibility and will enable files to be copied out to the host system.

Copyright 2007-2019 MD5 Ltd, Revision 19.8.30.5.0.8 Page | 9
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If a logon password is required but not known, the machine can be suspended and the VFC Password
Bypass (PWB) routine can be utilised for local Windows User Accounts. This works on systems that our
Development Team have encountered and have thus developed the Bypass Routine for. If a routine
does not exist, recent versions include a Fuzzy Logic search feature — here, VFC will try multiple
alternative PWB routines in case another one works. This will increase the chance of success with
bypassing the password on that system but will take longer. Please note, the PWB process only works
on local user accounts and does not currently work on PIN protected devices or domain/online
authenticated accounts.

The PWB process works by patching the virtual memory file so it can also be used on VMs found or built
outside of VFC provided they have been launched and suspended. Please note, if a bypassed system is
restarted or powered down for any reason, the PWB will need to be reapplied.

If there are system restore points available, the in-built Windows System Restore feature can be used
to ‘rewind’ the VFC VM to an earlier date. In so doing, this will undo necessary changes that the initial
VFC VM generation had implemented and the system will therefore (most likely) fail to boot from a
restored session. This is expected behaviour and VFC contains a ‘fix’ for this. Simply power off the VFC
VM and utilise the Patch VM/Restore Point Forensics feature to reinject the necessary system drivers
and thus enable a successful boot to the required System Restore Point.

This ‘fix’ can now be applied to any VM that is failing to boot and when utilised, VFC will endeavour to
make the necessary changes to the VMX configuration to get past the impediment.

Virtual Forensic Computing
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Installation of VFC and associated applications

VFC was originally developed to automate and expedite the steps required to create a functional
working VMware Virtual Machine (VM) (primarily) from a mounted Expert Witness Format (EWF) file.

By nature of the way it interacts with evidence files on a physical disk level, users of VFC must have full
Administrator level access and privileges for the program to work effectively. Not having these
privileges will stop VFC from working correctly — this is caused primarily by disk access rights.

As indicated above, one of the required components of this methodology is access to and use of the
VMware Virtualisation platform. The recommended platform is VMware Workstation Pro, as this
application provides additional functionality over other available VMware desktop platforms, which the
end-user investigator may find useful.

VFC can create VM'’s that will work with VMware Workstation Player and VMware Workstation Pro.
Workstation Player has fewer features enabled but is free for non-commercial use. Both products
require registration and if used as part of work for an agency, unless otherwise agreed with the vendor,
attract a modest annual licence fee. On their evaluation version download site, VMware state the
following*:

“The free version is available for non-commercial, personal and home use. We also encourage
students and non-profit organizations to benefit from this offering.

Commercial organizations require commercial licenses to use Workstation Player.”
*correct at time of going to print 27/06/2019

Another component required in order to successfully use VFC is the VMware mount utility which is
deployed within the VMware VDDK (Virtual Disk Development Kit — v5.1.4 is supplied in the VFC Setup
file). The VMware mount utility is used to mount a specific volume of a virtual disk (via snapshot files)
so that access can be gained to the file system in a forensically sound manner.

Historically, VFC was used — and developed — with images mounted using third-party mounting tools
such as Access Data’s FTK Imager, Guidance Software’s EnCase Physical Disk Emulator (PDE) or
GetData’s Mount Image Pro (MIP). FTK Imager and MIP can now be quickly launched using buttons
found in the GUI of VFC5. Other 3-party utilities may also be available but these have not been tested
by MD5 Ltd.

VFC5 now includes its own VFC Mount utility which is preconfigured with the most commonly required
mount settings. The VFC Mount tool is a separate program that will keep running once VFC is closed to
support any open VMs based on the current mounted volumes. The program can be opened (and the
volumes unmounted) via the icon in the Windows notification area (system tray).

VFC5 also includes integration components for use with third-party forensic analysis tools including
EnCase and X-Ways Forensics. These can be used to simplify the process of mounting the current case
files into VFC Mount and then automatically launching VFC.
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NB:  VFC utilises a mounted physical disk, a ‘real’ physical disk or a raw, bit-for-bit, and ‘dd’ image.
The VFC Method and the VFC application were originally developed utilising MIP and latterly,
FTK Imager. VFC Mount is a step away from reliance upon these third-party tools and has
allowed us to deliver enhanced command line integration with forensic analysis tools, and
crucially for the front-line user, reduce instances of the Physical Disk In Use (PDIU) error.

In the early years of development, there were mixed reports with using FTK Imager in that some
images would not virtualise unless mounted with MIP. MD5 have not seen any evidence of this
in later releases and given the price differential, if greater control over mounting settings is
required, MD5 now recommend FTK Imager.

Please note, if using Encase PDE, the end-user is limited to mounting a single disk at a time so
building multi-drive VMs from image files will not be possible.

It has been found that the best method of installing VFC and other required applications when using a
Windows 7 host system is by right clicking the relevant executable and selecting ‘Run as Administrator’
from the subsequently displayed context menu. User Access Control (UAC) can cause occasional issues
and it can help if this is disabled on the forensic investigator’s host system; however, this is a decision
left entirely up to the investigator. VFC and all associated applications (VMware, mounting tools, VDDK)
should be installed with full administrator privileges.

VFC and VFC Mount must be run with administrator privileges. Both tools will prompt you to launch
with admin. rights and cannot be used from a non-admin user account.

The following instructions describe how to install VFC5, VMware Workstation and VDDK.
Installation of VFC

VEC5 utilises an MSI Installer package.

Installation instructions with links to the latest download locations for supporting software are available
on request from support@md5.uk.com.

VFC License Manager and the latest PWB5.BIN file can be found at vfc.uk.com/downloads. You will need
to download License Manager and have a valid VFC dongle to be able to download VFC5.

The “Download Updates” button within License Manager will be activated if a current, valid VFC dongle
is detected. Clicking on “Download Updates” will take you to a web page of downloads relevant to you
(e.g. the latest version of VFC5). For full instructions, see overleaf.
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Downloading the Latest Version of VFC

NB To download the latest VFC release, you must have access to either a valid VFC dongle or a direct
download link from our sales team.

Please proceed as follows:

1. Check your dongle is correctly connected (and driver installed if using a green dongle)

2. Start VFC License Manager. This is included with the installation package for VFC and is also
available for standalone download from https://vfc.uk.com/downloads

¥EE VFC License Manager X

: '1;3 Manager

—Dongle Information
Dongle SM: I XXXXX
—Current License
Days Remaining: _
Product/SKL: _ Download VFC |
—Mew License
Activation Key (PID): I _l
Expiry Date: I
Days Remaining: I Chack Online |
Product/SKL: I Update Dongle |
VFC and the VFC logo are registered trademarks of MD5 Ltd MDS5 Ltd © 2007 - 2013

3. Click “Query Dongle”

4. Confirm you have a current VFC license (shown in green). If you do not have a current license
please contact Technical Support

NB If the Product/SKU displays “[Legacy]”, please update your dongle first

5. Click “Download VFC”
6. Follow the on-screen instructions (see next page)
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You can also download VFC from within VFC, using the “Download VFC” button on the “About” tab:

— X

D5

€ you can trust

License About

User Guide (PDF)

VFC Readme License Manager

VFC Log Download VFC

MDS Ltd © 2007 - 2019
All rights reserved.

j License Status:
This button will open your browser and take you to a license-specific download link. Please ensure
you are connected to the internet, click the “Download VFC” button and follow the onscreen
instructions.

The downloaded file will contain folders for both 32-bit and 64-bit installations. We recommend that
the 64-bit (x64 folder) installation is used for 64-bit systems. While the 32-bit version (x86 folder) will
work on a 64-bit system, this is designed for use on older systems and will eventually be phased out:

............

............

=} VFCReadme.bdt
[ VMware-vix-disklib-5.1.4-2248791.,i386...

It can help to extract the contents to your host system before continuing. The MSI installer will put
the requisite shortcuts onto your system and will also ensure all the ancillary components that are
required are installed and made available as expected.

Both versions offer the same features.
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In File Explorer, navigate to the location where you have saved the extracted installation files, right-
click on the “VFC5 Setup v5.X.X.XXXX x64.msi” file and select ‘Run as administrator’.

15 VFCS (x64) - g

Welcome to the VFCH (x64) Setup Wizard

The inztaller will quide you through the steps required to install YFCS [#64] on your computer.

WARNIMG: This computer program i pratected by copyright law and international reaties.
Unauthorized duplication or digtribution of thiz program, or any portion of it, may rezult in zevere civil
or criminal penalties, and will be prosecuted ta the maximun extent poszible under the law.

Cancel < Back

Click ‘Next’ and then accept the End User License Agreement:

15 VFCS (x64) - e

License Agreement

Pleaze take a moment to read the licenze agreement now. If you accept the terms below, click "l
Agree', then "Mext". Othenwize click "Cancel".

End-User License Agreement (EULA) of Virtual Forensic  ~
Computing (VFC)

This End-User License Agreement ("EULA™ is a legal agreement
petween you ("You" or “User”) and MDS Limited

This EULA agreement governs your acquisition and use of Virtual
Forensic Computing (hereafter “VFC") software ("Software") directly
from MDS Ltd or indirectly through a MD5 Ltd authorized reselleror v

()1 Do Mot Agree (®) | hgree
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Click ‘Next’ and specify the location for installation or accept the default name and location. The default
location will either be “Program Files” or “Program Files (x86)” depending on your Windows platform.

It is recommended that you accept the defaults. Choose who should have access to the program
following installation and click ‘Next’ to proceed:

15 VFCS (x64)

Select Installation Folder

The inztaller will install YFC5 [«64] ta the following folder.

Toinstall in this folder, click "Mext". To install to a different folder, enter it below or clhick "Browse"'.

Folder:
C:WProgram Files\MD5 LedWFCES

Browse...

Dizsk Cost...

Click Next again to install the program:

1 VFCS (x64)

Confirm Installation

The installer iz ready to instal »FC5 [x64] on pour computer.

Click "Mest' to gtart the installation.

Cancel ¢ Back ]

Copyright 2007-2019 MD5 Ltd, Revision 19.8.30.5.0.8 Page | 16



. 1-"%\_
V-F)-C o) MD5
VFC® User Guide evidence you can trust

Wait...

15 VFC5 (x64) —

Installing VFCbH (x64)

WFCE [x64] iz being installed.

Pleaze wai...

< Back Mext »

Close the installer and you're ready to go:

15 VFC5 (x64) —

Installation Complete

WFCE [x64) haz been successfully installed.

Click "Cloge' to exit.

Cancel <Eacki
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You will need to install both a VMware Workstation desktop product and the VMware VDDK before
VFC can be utilised. If either of these applications is not present, VFC will fail to start with the following
error message:

7~ -,

Fatal Error!

:} Unable to detect installation of any Wiware Application

If no dongle is present (or the correct dongle drivers have not been installed — see next section) or
your dongle does not contain a VFC v5 license you will see this message:

VFC v3.0.3.4260 x84 License Error o

Unable to validate WFC v5 license.
Please check your dongle is connected.

If the problem persists, please run VFC License Manager or
contact Technical Support.

To resolve this problem, please open VFC License Manager and check for an updated license. See the
following sections on Installing the Dongle Driver (Green Dongle Only) and License Manager for more
information.

If this still fails or you have yet to purchase a v5 license, please contact MD5 Sales/Technical Support.
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The VFC Standalone Dongle and Dongle Drivers

You will need to have a VFC dongle inserted to run VFC.

VFC supports two different types of dongle. Older licenses typically used a Green dongle. This requires
drivers to function (please see below).

More recent licenses use a White dongle. This does not require any drivers.

Installing the Dongle Driver (Green Dongle Only)

To run VFC with a Green dongle, you will need to install the required dongle drivers using the VFC
Dongle Driver Install executable which is located either in your installation folder.

With VFC5, the installation folder is located in either:
Program Files>MD5 Ltd>VFC5 or Program Files (x86)>MD5 Ltd>VFC5

I [+ = | Manage VFCS - ] x
Home Share View App Tools 9
« w » ThisPC » Local Disk(Z:) » Program Files » MD5Ltd » VFCS v Search VFC5 2
MD5 Ltd (o Mame Date maodified Type Size
VFCA Integration File folder
VFCS Open Source File folder
Integration VFCMount File folder
Open Source || darwin.izo Disc Image File 25,900 KB
VECMount | | PWBS.BIN BIM File 81 KB
Microsoft Office 15 EVFC Apple Driver Control.exe Application 1,580 KB
i, VFC Dongle Driver Install.exe Application 2,365 KB |
Microsoft Silverlight . -
] B VFC License.rtf File description: KEYLOK Security Key Install Application 35 KB i
Microsoft S Server VFC_User_Guide vipdf | Company: KEYLOK 8,450 KB
: File version: 2017.11.18.0
Microsoft Sync Framework 2130
Y (el vFC.exe Date created: 20/05/2019 11:10 130K
Microsoft Visual Studic 10.0 =] vfcS.leg Size: 2.30 MB 2KB |
Microsoft.MET b33 VFCLicenseManager.exe 27/06/2019 1053 Application %90 KB |
Mozilla Firefox =] VFCReadme.bdt 27/06/2019 10:49 Text Document 24 KB |

13itemns 1 item selected 2.30 MB =

You must remove the dongle from the Host machine prior to installing the dongle drivers.

The Dongle Driver Installation should be run as an administrator. Right click on the appropriate
executable and select ‘Run as administrator’.

You will be presented with installation options. VFC5 is only designed to work as a standalone license.
Old Green dongles should be installed as ‘KEYLOK 2 (USB w/Driver)’ and ‘Standalone’.

NB Please note if you have a legacy multi-seat Network dongle, these do not work with VFC v5.
This is a ‘Fortress’ dongle so you can try installing the driver as ‘KEYLOK 3 or Fortress (USB
Driverless)’ and ‘Standalone’ but this will only allow one user to use it at a time. If you experience
difficulties, or need more assistance, please contact technical Support to replace your dongle.
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Select ‘KEYLOK 2 (USB w/Driver)’ and Standalone:

KEYLOK Security Key Installation >

Donale Type

Select one or more Dongle Types

[~ KEYLOK 3 or Fortress (USB Driverless)
v KEYLOK 2 [USE w/Driver)

I KEYLOK 2 [Parallel]

Installation Type _l
?

(¢ Standalone
" Client
" Server

Select the correct settings and choose and ‘Begin Install’ to start the installation wizard.

Device Driver Installation Wizard

Welcome to the Device Driver
Installation Wizard!

This wizard helps you install the software drivers that some
computers devices need in order to work.

To continue, click Next.

ack Next > Cancel

[us)

Click Next
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B Windows Security X

Would you like to install this device software?

Name: KEYLOK
Publisher: Microcomputer Applications Inc

Always trust software from "Microcomputer Install Don't Install
Applications Inc".

@ You should only install driver software from publishers you trust. How can | decide which device
software is safe to install?

Click Install

Click Finish

A\ KEYLOK Security Key Installer

b

Install Success!
Please attach the USE donagle to complete installation.

Because the VFC License Manager application (used to download software updates, update license
subscriptions and refresh dongle data) requires a dongle to be present in order to query and process
updates, the Dongle Drivers will also be required to use this, if using a green dongle.

If you attempt to run VFC without a dongle, or with a green dongle and the dongle drivers have not
been installed, you will see an error message; please refer above for instructions.

If you still experience problems, please visit the FAQs section of this guide/our website and failing
that, contact our support team via support@md5.uk.com.
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VFC License Manager

VFC License Manager is used to refresh the dongle data when the subscription has been renewed on a
registered dongle and to download the software (including updates).

NB License Manager needs to be able to recognise that a VFC dongle is present to query and process
updates, so if using a green dongle, the respective dongle drivers will also need to be installed.

VFC License Manager is installed alongside VFC and the latest version can always be accessed via the
VFC downloads page. Once downloaded and installed, it can also be found in the VFC program
installation folder (Program Files>MD5 Ltd>VFC5 or Program Files (x86)>MD5 Ltd>VFC5) or in the
Standalone folder of the VFC software download .ZIP file. If your expired dongle is available, you should
also be able to access ‘License Manager’ from within VFC.

License Manager requires a valid PID authentication key to update your dongle. This can be retrieved
online if your system has access to the Internet (it utilises the settings set within Internet Explorer on
your host system) or a PID may have been sent to you via other means such as email or even physical
mail.

** IMPORTANT ** Please always use VFC License Manager v5.0 or later. This supports VFC3 upwards.
Please do not use VFC License Manager v4 or older versions of the software. If you have shortcuts to
this software on the system you use to download updates, we recommend you remove them because
the legacy version of License Manager can corrupt v5 and later dongles which can in turn require them
to be re-programmed.

Please check the VFC Downloads page for the latest version (https://vfc.uk.com/downloads/).

Updating or Upgrading your VFC License
Please note, if your License has not already been upgraded to VFC5, during the process of opening

VFC 5.0 to access License Manager, it will report that the license is invalid.

When you click OK, it will take you to the About tab of VFC 5.0 where you can then launch the new
License Manager tool:

IUser Guide (PDF)
WFC Readme License Manager
VFC Log Download VFC

License Status: MD5 Ltd © 2007 - 2019
[ | Al rights reserved
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To use License Manager:

1. Click on “Query Dongle”. If your license is not already set up for v5, it should report there is a
Legacy license:

¥E€ VFC License Manager v5 X

~Dongle Information I

Dongle SN: | XXXXX

—Current License

Expiry Date:

Product/SKU:

Download Updates

If you see the message “No license found on Dongle SN: XXXXX”, please contact
sales@md5.uk.com to check that the license is still in date, or to renew your subscription:

VYFC License Manager >

) Mo license found on Dongle SM: YO0

Please enter a PID key or check online,

If you see the message, “No dongle detected. Please check hardware and try again,”, please
ensure your dongle is plugged in correctly:

VFC License Manager >

. '| Mo dongle detected.

Please check hardware and try again.
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2. If you have been emailed a PID activation key, click on the “...” button to browse and then
enter your PID.

A PID will take the form of “RJRTCX-WDPKWF-KQJJQT-JNBHRD” and will be specific to each
dongle.

If you have not been emailed a PID, your license will have been updated on our database and
will be ready for an online update.

Please ensure you have an internet connection and click “Check Online”. This should update
your dongle if a valid license exists:

¥E€ VFC License Manager v5 X

~Dongle Information

Dongle SN: XXXXX

-Current License -

Expiry Date:

Days Remaining:

Product/SKU: Download Updates

If you see the message “License system reports no license available.”, it could be that you are
trying to access our database via a proxy server, or that the database doesn’t currently hold an
update for your dongle. If you see this message, please contact sales@md5.uk.com:

YFC License Manager- >

. h License system reports no license available,

Please contact technical support.
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3. Provided the update has been applied properly, the license indicator at the bottom of VFC 5.0
should turn green:

MD5Ltd © 2007 - 2019

N el naal | s reserved

4. You will now need to close and restart VFC to activate the full program:

[ vFCvs - X

Modify Hardware Patch VM /Restore Points Password Bypass Standalone VM  Settings / Tools License About

Quick Instructions
S -> If required, mount required disk image
-> Click Disk button and select desired disk

-> Select target partition
(Windows systems will auto analyse if option is selected)

-> Adjust detected OS and version as required

Guest 03 = -> Adjust virtual machine settings and name as required
Operating System: Auto-Analyse Partitions
->» Make New VM
Microsoft Windows =
-> Launch VM
Version:
- Autodetect — v
Virtual Machine

VM Name (.vmx assumed):

‘ New Virtual Machine |

Virtual Disk Name (.vmdk assumed):

[ New virtual Disk |
Status
Make New Open Existi i
C o] e iRt VFC Log Launch VM
<
V g License ID: License Expiry: License Status: MDSklflldr i§1 §0|?e75é r%/oe '119

NB To update multiple dongles, they must be updated one at a time. Please refer to the
instructions for ‘Updating your dongle’ found in the troubleshooting section for more

information.
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Installation of VMware Workstation

he following section describes how to install VMware Workstation. These instructions were written for
VMware Workstation v12. A similar process may be used for VMware Player and subsequent versions
of both products.

In Windows Explorer, navigate to the location where you have saved the installation files, right-click on
the VMware-workstation-full-12.1.0-3272444.exe file (or whichever version you have access to) and
select ‘Run as administrator’:

Application Tools [ERLUTELS

File Home Share View Manage o

“ v > ThisPC » DTLplus (E) » VMware v O Search VMware 2

-

[ This PC MName Date modified Type Size

[ Desktop VMware-vix-disklib-5.1.4-2248791.i386
Documents {18 VMware-workstation-full-12.1.0-3272444

Application

Application

‘ Downloads

J‘! Music

&=/ Pictures

m Videos

‘i BOOTCAMP (C)

& DVD RW Drive ([

= DTlplus (E:)
150 17023
Steve Backup
UFED
VFC Logos
VFC Quote terr
VFC-Setup

VMware N
2items  1item selected 293 MB == &=

i-.% YMware Workstation Pro Setup = X

Welcome to the VMware Workstation Pro
Setup Wizard

VMWARE

WORKSTATION The Setup Wizard will install VMware Workstation Pro on your
PRO computer. Click Next to continue or Cancel to exit the Setup

. - Wizard.

Copyright 1998-2015 VMware, Inc. All rights reserved, This

product is protected by U.S. and international copyright and
intellectual property laws, YMware products are covered by

one or more patents listed at:

hittp: ffwnane . vimware. com fgo /patents
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A typical installation of Workstation Pro should suffice. Click ‘Next’ to proceed.

WhAware Workstation Setup
Setup Type g
Choose the setup type that best suits your needs. " }
R

Typical
Typical program features will be installed.

% Custom
@ Choose which program features you want installed and where they wil be
“ installed. Recommended for advanced users.

Either accept the default installation folder (recommended) or change the installation location and click
‘Next’.

Whiware Workstation Setup

Destination Folder =
Click Next to install to this folder or click Change to install to a different folder. ‘i i

ﬁ Install VMware Workstation to:

C:\Program Files (x86)\VMware\VMware Workstation\
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Check for product updates can be disabled if using a non-Internet connected Host System

Whiware Workstation Setup

Software Updates =
When would you like to check for updates of your software? ‘i |

[] Check for product updates on startup

When VMware Workstation starts, check for new versions of the application and installed
software components.

Learn More

< Back “ Next > i [ Cancel

Click ‘Next to continue

Whdware Workstation Setup

User Experience Improvement Program &=
1! =

Would you like to send feedback te VMware?

[V] Help improve VMware Workstation

Send anonymous system data and usage statistics to \VMware.

Learn More

Sending system and usage data can be disabled if required. Click ‘Next to continue.
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Whiware Workstation Setup

Ready to Perform the Requested Operations Q
|! :
—,

Click Continue to begin the process.

If you want to review or change any of your installation settings, dlick Back. Click Cancel to
exit the wizard.

< Back H Continue | l Cancel

Whiware Workstation Setup

Shortcuts =
Select the shortcuts you wish to place on your system. d |
R

Create shortcuts for VMware Workstation in the following places:

[v] Desktop

[¥7] Start Menu Programs folder

< Back H Next > i [ Cancel

Default options for creating shortcuts on desktop and Start menu are enabled but can be disabled if
required. Click ‘Next to continue.

Clicking ‘Continue’ will start the installation process.
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WhAware Workstation Setup

Enter License Key =
{optional) You can enter this information later. | |

License Key: (X0000-X0000(-X0000(-X0000-X0000()

il [ Skip >

Whiware Workstation Setup

Performing the Requested Operations @
| {

Please wait while the wizard performs the requested operation. This may take several
minutes,

Status: Installing packages on the system

The installation can take several minutes.

VMware Workstation Pro requires a license registration key but can work in trial mode for up to 30
days. VMware Workstation Player is free for personal, non-commercial use but any business, agency or
institution should seek to agree a licensing arrangement with VMware.
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Installation of VMware VDDK

VFC is supplied with version 5.1.4 of VMware’s Virtual Disk Development Kit (VMware VDDK) and it Is
recommended this version is used.

Application Tools [ERLGNELD

File Home Share View Manage - 9
“ v » ThisPC » DTlplus (E:) » VMware v | O Search Viware 2

I This PC ~ Mame ” Date medified Type Size
} Desktop Vhware-vix-disklib-5.1.4-2248791.i386 02/02/2015 15:34 Application 32,875 KB

Docurments {1 VMware-workstation-full-12.1,0-3272444 24/03/2016 11:58 Application 300,297 KB

‘ Downloads

D Music

[&] Pictures

B videos

e BOOTCAMP (C:)
(& DVD RW Drive ([
= DTlplus (E:)
150 17025
Steve Backup
UFED
VFC Logos
VFC Quote terr
VFC-Setup

VMware v
2items 1 item selected 32.1 MB =

In Windows Explorer, navigate to the location where you have saved the installation files, right-click on
the VMware-vix-disklib-5.1.4-2248791.i386 file (or whichever version you have access to) and select
‘Run as administrator’. Please note that earlier versions of this application are not guaranteed to work
with VFC as expected and as such are unsupported.

Welcome to the installer for YMware Virtual
Disk Development Kit

The installer will install YMware Virtual Disk Development Kit on
[l 0 your computer. To continue, click Mext,

WARNING: This program is protected by copyright law and
international treaties.

<gack |[_ MNext> ][  Cancel |

Click ‘Next’ to continue.
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End-User Patent #
Please read the follo

Copyright @ 1998-2010 VMware, Inc. All rights reserved. This =
product is protected by U.S. and international copyright and
intellectual property laws. VMware products are covered by one or
more U.S. Patent Numbers

m

6,075,938, 6,397,242, 6,496,847, 6,704,925, 6,711,672, 6,725,289, 6,735,601,
6,785,886, 6,789,156, 6,795,966, 6,330,022, 6,944,699, 6,961,806, 6,961,941,
7,069,413, 7,082,598, 7,089,377, 7,111,086, 7,111,145, 7,117,481, 7,149,343,
7,155,558, 7,222,221, 7,260,815, 7,260,820, 7,269,683, 7,275,136, 7,277,998,
7,277,999, 7,278,030, 7,281,102, 7,290,253, 7,343,599, 7,356,679, 7,409,487,
7.412,492, 7412702, 7,424,710, 7428,636, 7,433,951, 7,434,002, 7,447,854,
7.475,002, 7478,173, 7478,180, 7478,218, 7478,388, 7,484,208, 7487313, £

InstallShield

[ < Back ][ Next> | [ Cancel ]

The End User Patent Agreement will be displayed. Click ‘Next’ to continue.

License Agreemeht
Please read the fol__

VMware® Virtual Disk Developer Kit License Agreement

el »

VMware, Inc. (“VMware”) provides this Virtual Disk Developer Kit
(the “VDDK?") to you subject to the following terms and conditions.
If you disagree with any of the following terms, then do not use this
VDDK.

1. This VDDK contains a variety of materials, including but not lirnited to,
interface definitions, documentation, and sample code regarding programming
interfaces to one or more VMware products as referenced in such materials ~

@1 accept the terms in the license agreement:

(") 1do not accept the terms in the license agreement

InstallShield

[ < Back ][ Next > | [ Cancel ]

The End User License Agreement will be displayed. Accept the terms and Click ‘Next’ to continue.
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Destination Fol
Click Next to in:

Install YMware Virtual Disk Development Kit to;
C:\Program Files (x86)\YMware\YMware Yirtual Disk Development

Kit}

InstallShield

|  <Back || mext> || cancel |

You can either accept the default installation folder (recommended) or change the installation location
and click ‘Next’.

Ready to Insta

The wizard is

Click Install to begin the installation or Cancel to exit the wizard.

If you want to review or change any of your installation settings, click Back. Click Cancel to
exit the wizard,

InstallShield

[ < Back ][ Install | [ Cancel ]

Click ‘Install’ to begin the installation process.
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Installing

The program

Please wait while the installer installs YMware Virtual Disk Development Kit.
This may take several minutes,

Status:
b 4
Instalishield
< Back ][ Next = | | cancel |
The installation may take several minutes.
)|

T A e

JuE N L J ) isE R |}
SEEEEEEEEEm
SRR EEEEN

sEEsEETEE=
EREEREEEN
| d=3 4 & 8 § §&§
EEsEBEEEEn
(A A A R R AR B
| Iuf 8 BN | FE)
EEEsEREEN
ml § =R B fuf | |
A A2 AR RR 1
sERCEESsaml
EEEEREREEEN

A A RN RERRARI
e ENEEER

(&) vmware:

Installer Completed

The installer has successfully installed YMware Virtual Disk
Development Kit. Click Finish to exit the wizard,

[ < Back ]l Finish 4 [ Cancel

Click ‘Finish’ to exit the installation wizard.
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Always Run as Administrator

When all relevant applications have been installed, it is useful to change the properties of any desktop
icons to ‘Always run as administrator’.

Right-click on the relevant desktop icon:

Open
Troubleshoot compatibility

Open file location

Pin to Taskbar
Pin to Start Menu

Restore previous versions

Send to

Cut
Copy

Create shortcut
Delete

Rename

Properties

Depending on your version of Windows, either click directly on “Run as Administrator” or Click
“Properties” and then check the box for ‘Run this program as an administrator’ or select ‘Advanced’
then ‘Run as Administrator’. If using a workstation which multiple users may have access to, select
‘Change settings for all users’ first:

&7 Whware Workstation Pro Properties

Advanced Properties

Security Details Previous Versions
General Shorteut Compatibility

- Choose the advanced properties you want for this shortout.
Y

Whhware Workstation Pro

Run as administrator

Target type: Application

Target location: VMware Workstation This_o!:ltion allnws_you to run this shortout as an
administrator, while protecting your computer from
Target: |(EJE]WI‘U'IwareWMware Wnrkstation\vmware.em"| unauthorized activity.

Run in separate memory space

Start in: |"C:'\F‘rog|am Files (cB6)\Mware"VMware Workst|

Shortcut key: |Nnne |

Run: MNomal window ™

Cancel

Comment: | |

Open File Location Change Icon. .

Copyright 2007-2019 MD5 Ltd, Revision 19.8.30.5.0.8 Page | 35



V- (F-C (o) MD5

VFC® User Guide

evidence you can trust

On newer systems, the setting is commonly found on the Compatibility tab:

Security Details Previous Versions
General Shortcut Compatibility

If this program isnt working comectly on this version of Windows,
try runining the compatibility troubleshooter.

Run compatibility troubleshooter *

How do | choose compatibility settings manually?

Compatibility for all users
Compatibility mode . o )
. i L ] If you're having problems with this program and it worked
(] Run this program in compatibility mode for correctly on an earlier version of Windows, select the
compatibility mode that matches that earlier version.

Windows 8
Compatibility mode
[JRun this program in compatibility mode for:
Settings
Reduced colour mode [Tl

Bbit (256) colour

Settings
Run in 640 x 480 screen resolution Reduced colour mode
[ ] Disable full-screen optimisations 8-bit (256) colour

Run this program as an administrator

Run in 640 ¥ 480 screen resolution

Change high DFI settings [Jpisable full-screen optimisations
I Run this program as an administrator I
| E;'Change settings for all users Change high DPI settings
oK Cancel Apply Cancel Apply

Check the ‘Run this program as an administrator’ option and click ‘OK’.

Repeat these steps for the desktop icons (and Quick Launch icons if applicable) for VFC, FTK Imager and
VMware and any other associated programs.

This is not relevant to VFC which will always launch as Administrator but is relevant to VMware. We
would certainly recommend that you only run VMware as administrator because it will need this to
mount physical/emulated disks.

Because VFC always runs as Administrator, everything it touches (e.g. .VMX and .VMDK files) has the
“administrator” touch and therefore this is always required in VMware (Workstation and VDDK) for it
to work correctly. Admin rights are essential to the way VFC and VFC Mount work.
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VFC: Component check

When you launch VFC with a licensed dongle inserted, VFC will initially check whether the most up to
date versions of VMWare and VDDK are installed. If VFC detects that a more up to date version of one
of the components is available, then a notification message will prompt you to update the relevant
programme.

Outdated VMware Runtime Component X

VFC has detected your version of VMware may be out of date
VFC requires VMware Workstation/Player v12 or later

We recommend you update your VMware application to avoid
unexpected problems

VFC proper usage policy

When you first launch VFC following installation or upgrade, with a licensed dongle inserted, VFC will
ask you to confirm you have the appropriate permissions, motivations and legal right to use the
software. You are also accepting liability for usage of any 3" party software within the VMs you create.

If you want this to pop up every time you use the software, by way of a reminder, please leave the
checkbox unticked. Otherwise, you can put a tick in the box and it won’t appear again until your next
upgrade:

VFC w5

VFC is licensed for legitimate investigatory purposes only. v

Please confirm the following:
1. I am using VFC in compliance with the laws of my jurisdiction.

2. T am using VFC for a legitimate investigatory purpose.

3. T accept responsibility for compliance with third-party software licenses and have
permission to use third-party software for investigatory purposes.

4, T accept the terms of the YFC end-user license agreement (EULA)

Op not prompt again until next upgrade Cancel
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Mount a forensic whole disk image

VFC was built to work with mounted forensic whole-disk images.

VFC is mount tool agnostic. You can use whatever mounting utility you like but please bear in mind the
restrictions and costs of each. EnCase Physical Disk Emulator (PDE), for instance, is limited to one
mounted image at a time so prevents the generation of multiple VMs or VMs with multiple drives,
unless a second mounting utility is employed, which can lead to system conflicts.

VFC can also work from physical (tangible) hard disk drives though it is recommended they are write-
blocked prior to use to prevent corruption or contamination of data. The Physical Disk In Use error is
common with physical drives so the features of the “Settings/Tools” tab can be employed to discard
offline mount points and allow VFC to have sole access to the connected physical drive.

There are several utilities available by which a forensic whole disk image can be mounted; the main one
now of course, being VFC Mount.

VFC Mount - MD5’s proprietary, built-in mounting utility
VFC Mount currently supports .EO01, .EX01, AFF4, VMDK, .BIN, .IMG, .RAW, and .DD images.

VFC Mount is installed with VFC. It includes a driver component which must be installed when you first
run VFC Mount. This operation is only necessary once (see instructions on next page).

To use VFC Mount, launch it for the first time from VFC. Following this, you will then also be able to
launch VFC directly from forensic software using the integration components, which automatically
mount the ‘live’ images using VFC Mount.

Integrate with EnCase using the supplied EnScript (see notes on using the EnScript here) or from X-
Ways Forensics using the included integration X-Tension (see notes on using the X-Tension here)

NB The 3™-party integration components require VFC Mount to have been run at least once before
you can use them.
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Using VFC Mount
To use VFC Mount for the first time:

1. Click icon to launch VFC Mount Click on the VFC Mount icon in the bottom left of the GUI:

\' ‘y i - i iry: Li Status: = MD5Ltd @ 2007 - 2019
| # ||: senee i bieense Bxpry: | [01/40/2018 e * All rights reserved.

2. Note text in red indicating that the driver is not installed:

“w VFC Mount *
Access Capacity Data Read Device Mame Mount
Unimourit
Inatall
Diriver
Remaove
Driver
About
[ ] Disable automatic fild system mounting {improve virtualisation compatibility)
Criver is not installed. MDS5 Ltd @ 2019, Al rights reserved.

3. Click Install Driver

4. If prompted, click Install (see screenshot) to authorise driver installation

e S

[>-] Mfindows Security @

Would you like to install this device software?

MNare: MD5 Ltd Storage controllers
é— Publisher: MDS Ltd

[V] Always trust software from "MD5 Ltd". [ Install Don't Install J

‘!“ You should only install driver software from publishers you trust. How can
I decide which device software is safe to install?

NB: This procedure is typically only required the first time VFC Mount is used or following the
installation of a significant new version. Please note that regardless of the installed version of VFC, the
32-bit version of VFC Mount must be used on 32-bit systems and the 64-bit version of VFC Mount must
be used on 64-bit systems. VFC automatically loads the correct version.
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Mounting a Drive with VFC Mount
We have tried to simplify the process as much as possible.

Simply click on “Mount”:

o VFC Mount >
Acress Capacity Data Read Device Mame Mount
Unmount
Install
Driver
Remove
Driver
About
Disable automatic file system mounting (improve virtualisation compatibility)
Driver is installed. MDS Ltd @ 2019, All rights reserved.

Then browse for your image, select it and click Open to mount it.

We recommend you tick the "Disable automatic file system mounting" checkbox. This box is the same
as the check box on the Settings/Tools tab of VFC. It prevents Windows from mounting new file systems
and should help reduce frustrating "Physical Disk in Use" errors in VMware.

Once VFC Mount is opened, it remains open in the background until deliberately exited. VFC VMs rely
upon their associated mounted drives to function so this is deliberate behaviour and is designed to
prevent the failure of open VFC VMs due to exiting VFC too early.

The red X will only close the GUI so you can check the status of or re-use the tool from within VFC at
any time. If you have closed VFC, you always retrieve the VFC Mount program from the system tray:
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When you click “Mount”, VFC will open a browser dialogue. Navigate to the folder where your forensic
image is located and choose the one you want. VFC Mount should only display supported file-types and
will select the header file (e.g. .EO1) to reduce clutter and help identify the required file quickly and
easily:

o Select image file X
T « _VFCImageFiles > Win10 VFC Demo 20170811 - clean v O Search Win10 VFC Demo 2017... @

Organise ¥ New folder =z« [ 0

A
I? This PC Name D

B 3D Objects || Win 10 VFC Demo Image - GOOD.EO1 1
I Desktop

|=| Documents

¥ Downloads

J) Music No preview
&= Pictures available.
¥ VFCFTP

B Videos

‘ie Local Disk (C:)

s Local Disk (F:)

- Evimetry Repository (W:) vl 5 5

File name: | Win 10 VFC Demo Image - GOOD.EO1 v} All supported formats (*.e01,%.e v

Select your image and click “Open”. VFC Mount will then select the optimum settings for a VFC VM.

There will be a short delay before the mounted image appears in VFC Mount. This delay is deliberate
and is intended to minimise instances of the frustrating "Physical Disk in Use" error in VMware:

o VFC Mount >
Access Capacity Data Read Device MName Mount
@4 Read-only &0GE 219 MB PhysicalDrivel  C:\_VFC Image Files\Windows & Consumer Preview x64\...
Unmount
Install
Driver
Remove
Driver
About
Disable automatic file system mounting (improve virtualisation compatibility)
Criver is installed. MDS5 Ltd © 2019. All rights reserved.
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If creating multiple VMs or creating VMs with multiple drives, you will need to mount more than one
image. You can always add more images later but if you know what you’re going to be working with,

we suggest you mount them all now.

Just click “Mount” again to add another image and follow the instructions above — and keep going till

you have all your drives:

*w» VFC Mount *
Access Capacity Data Read Device Mame | Mount |
&% Read-only 60GE 219 MB PhysicalDrivel  C:%_VFC Image Files\Windows & Consumer Preview x64...
&% Read-only 7392 MB 2704 bytes PhysicalDrive2  C:%_VFC Image Files'Kingston 8GB USE Stick\ingston 8G. .. Unmount
Install
Drriver
Remove
Driver
About
Dizable automatic file system mounting (improve virtualisation compatibility)
Driver is installed. MD5 Ltd @ 2019, All rights reserved,

Unmounting Images

Once you are finished with your mounted drives, simply highlight the no-longer-required files and click
on “Unmount”. You can select multiple drives using either Control or Shift + Click as with most Windows

programs:
s VFC Mount *
Access Capadty Data Read Device MName Mount
U5 Read-only PhysicalDrivel  C:\_VFC Image Files\Windows 8 Consumer Preview x64\...
&l Read-only 7392 MB 33 ME PhysicalDrive2  C:\_VFC Image Files\Kingston 8GB USBE Stick\Kingston 8G...
U5 Read-only 931 GB 696 GB PhysicalDrive4  C:\_WFC Image Files\Win 10 VFC Demo 20170718 - origina. ..
Install
Drriver
Remawve
Driver
About

[ pisable automatic file system mounting {improve virtualisation compatibility)

Driver is installed.

MDS5 Ltd @& 20139, Al rights reserved.

NB:

Please remember that when you unmount an image it is equivalent to unplugging a physical

disk. Any running VM that is using that image will immediately fail. We recommend you leave
images mounted until all VMs are closed. It is not necessary to unmount images before
shutting down the workstation; this will happen automatically when you log out of Windows.
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Occasionally, when VFC is updated, VFC Mount will also receive updates. Because VFC Mount keeps
running in the background and doesn’t shut down with VFC, when this happens, you may find you need

to close VFC Mount:

47 VFC5 (x64) Files in Use

inztallation, and replaces these files when pour system restarts.

et

The following applications are uzing files which the installer must update. Y'ou can either cloge the
applications and click "Try Again®', or click "Continueg’" 2o that the installer continues the

WFChMount [Process 1d: 1697E]

| Ty Again | Continue

E xit [nztallation

To do this, access the program in the system tray, “right click” and select “Exit”:

If you have images mounted at the time you exit, VFC will notify you. To continue, select “OK”:

Exit Confirmation

Are you sure?

Cancel

Shutting VFC Mount Tool will unmount all virtual disks,

x

You will then be able to install the updates.
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Mounting a Disk with External Mounting Tools

VFC now provides built-in icons to launch common mount tools. This currently supports FTK Imager

(FTK), Mount Image Pro (MIP) and OSFMount. These “quick launch” icon(s) will appear in the bottom
left of the GUI if the associated third-party applications are installed:

w u License ID: License Expiry: License Status: MDE:ﬁiiéDPe};era?f
VFC FTK MIP

MD5 Development Team'’s preferred mounting tool VFC Mount. We recommend you use the built-in
VFC Mount unless you need specific additional functionality as this has been specifically designed to
reduce errors and enhance the user experience. If using an external tool, we recommended FTK.

Tips for using FTK Imager

The FTK button in VFC should launch the mount dialogue, saving a couple of crucial seconds.

The image file (*.E01) should be mounted as “Physical Only”, FTK will allocate the next available drive
letter.

For the most consistent results, if mounting a disk image from Windows 7 or above, the mount method
should be ‘Block Device / Writeable’ to minimise issues but ‘Block Device / Read Only’ should still work.

Bl .
File Wiew Mode Help |
@ @J 1 Add Image L
Evidence Tree Image File: *
C:WFC Image Files\Windows 8 Consumer Preview xg4\Windows 8 Consumer Preview x64.E01 |
Mount Type: |Physical Only j
Drive Letter: [next Avaiable (G2) |
Mount Method: |B|Dl:k Device [ Writable j
Write Cache Folder:
C:WFC Image Files\Windows & Consumer Preview x64
Mount

Mapped Image List

‘ Mapped Images:
Custom Content Sources
.. . . . 1 1 Method

Drive
Evidence:File System |Path |File Op

Partition Image

< >
« oot |
| = J | | - Close
Custom {

|For User Guide, press F1
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Once the image has been successfully mounted, the mount dialogue can be closed and the mounting

application can be minimised as no further direct interaction is required.

NB1 If using either Encase PDE or the FTK Imager mount function, closing either of these applications
will cause the image to dismount. The MIP GUI can be closed but will minimise the application
to the system tray whilst maintaining the mounted status of the image, similar to the behaviour

of VFC Mount, as described in the section above.

NB2 If you need to select the OS folder using the Options screen in VFC you may need to mount the

drive as Physical AND Logical.

Mount Image To Drive X
—Add Image
Image File:
I C:WFC Image Files\Windows 8 Consumer Preview x64\Windows 8 Consumer Preview x64.E01 |

Mount Type: IPhysi-:aI Only ;I

Drive Letter: [Next Available (H:) ~|

Mount Method: IBIm:k Device [ Writable ;I

Write Cache Folder:

C:WFC Image Files\Windows & Consumer Preview x64

—Mapped Image List

Mapped Images:
Drive | Method | Partition | Image
PhysicalDrive3 Blodk Device/ritable  Image C:\WFC Image Files\Windows & Consumel
<

Close

>
Unirnounk |

As can be seen from the above, the Windows 8 Consumer Preview x64.E01 image has been mounted
as PHYSICALDRIVE3 and is now available to the system. This window can now be closed. From this
point, the FTK Imager GUI is no longer directly required by VFC and can be minimised.
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Enumerate Drives (Select Source Device) - Mounted Hard Disk

(%) vrCvs - X

Modify Hardware ~Patch VM /Restore Points  Password Bypass Standalone VM  Settings /Tools License  About

Quick Instructions

SgP -> If required, mount required disk image

-> Click Disk button and select desired disk

-> Select target partition
(Windows systems will auto analyse if option is selected)

-> Adjust detected OS and version as required

Guest OS e -> Adjust virtual machine settings and name as required

. ¥ | Auto-Analyse Partitions
Operating System:

-> Make New VM

Microsoft Windows v

Versi ->Launch VM

Version:

- Autodetect — v

Virtual Machine

VM Name (.vmx assumed):

| New Virtual Machine |

Virtual Disk Name (.vmdk assumed):
[ New virtual Disk |

Status

M

Make New QpenvEI:iSﬁng VFC Log Launch VM

MD5 Ltd © 2007 - 2019

License Status:
All rights reserved.

Start VFC and use the hard disk icon located at the upper left of the screen to launch the “Enumerate
Drives” drive selection dialog.

This process will enumerate all physical storage devices attached to the system — whether mounted or
physically connected via a tangible interface.
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Once enumeration is complete, VFC lists all the available drives in the drive selection dialog. You can
‘double click’ to quickly choose and load a specific disk into VFC or highlight it to view more information
(such as the partitions or the sectors). Once you are happy you have the right disk, click “OK”:

Physical / Mounted Disks

Select the Physical /

[ pisplay Non-Active Drives

1 Basic data partition 1000 MB 2048 2050047 2048000
2 Basic data partition 450 MB 2050048 2971647 921600
3 EFI system partition 100 MB 2971648 3176447 204800
4 Microsoft reserved partition 16 MB 3176448 3209215 32768
5 Basic data partition 952302 MB 3209216 1953523711 1950314496
<

Drive Details Bus LBA Cyls Heads SPT BPS Capacdty DiskLayout
1 VFCMount Virtual Disk SCSI Disk Device SCSI 1953525168 121601 255 63 512 931,51GB GPT
Partition Information:
Partition Partition Name Capacity File System First LBA LastLBA Total Sectors Partition Type GUID Unique Partition GUID

EBDOADA2-B9ES5-4433-87C0-68B6B72693C7
DE94BBA4-06D1-4D40-A16A-BFD50179D6AC
C12A7328-F81F-11D2-BA4B-00A0C93ECS3B
E3C9E316-0B5C-4DB8-817D-F92DF00215AE
EBDOAOA2-B9ES5-4433-87C0-68B6B72699C7

37909FA9-2E99-4BCS-89CB-3C0565178D81
846C55B1-6529-4E93-8B5A-AADBED55E98C
89A2FD55-938E-4305-9ECB-798613C90CD7
9F9F23F7-FE1C-4B06-A3C8-84863D8E5541
6B6D66C8-D 1D7-4C25-943F-CEE17B08CDD6

Signature: EFI PART

Revision: 00 00 0100

Header Size: 92

Header CRC32: FD300670
CurrentLBA: 1

Backup LBA: 1953525167

First Usable LBA: 34

Last Usable LBA: 1953525134
Disk GUID: ABA78555-4895-487A-AAC7-3AF0256A30D 1
Start LBA Array: 2

Number of partitions in array: 128

View Sectors

Cancel

If the mounted drive is not displayed, then VFC has been unable to ascertain that there is an active
(bootable) partition present on the disk. This is most common with disks that have been used for data
storage only, such as external hard disks or secondary storage devices, or with disks that do not have a
standard MBR (such as Mac OS X GUID Partition systems).

To display non-bootable drives, simply tick/check ‘Display Non-Active Drives’ located in the upper right

of the drive selection dialog.

NB

Rarely, you may need to reboot the host machine and remount the drive before it is correctly

detected by VFC. This may happen when a large number of disk images have been mounted /
dismounted and multiple machines have been generated.
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View Sectors

The ‘View Sectors’ dialog enables the user to quickly examine the disk contents in read-only hex-format.
There are options available to quickly navigate to the first sector of the disk, the first sector of any
identified partitions or to any selected sector on the disk.

View Sectors b4
Selected Drive
: .I , . ) Partition:
Drive Details Bus LEA Cyls Heads S5SPT BPS Capadty Valume & : Offsst 0 "

WFCMount Virtual Disk SCSI Disk Device  SCSI 1953525168 121601

Sector View

0o 01 02 03 04 05 06 OF 08 0% 04 OB OC 0D OQE OF e
0000000000 33 <0 SE DO BC 00 7C BE CO 8E D& BE 00 7C BF 00 3A10%. | 1hies. |
0000000010 06 B3 00 02 FC F3 &4 50 68 1C 06 CB FB BY 04 00 ' iig®Ph. Ea? .
0o000000020 ED BE 07 80 YE 00 00 ?C OB OF 85 OE 01 83 5 10 X%.€~ . |..1..14.
0000000030 E2 F1 CD 18 83 56 00 55 CE 46 11 05 Ck& 46 10 00 &fI . \V. UEF. EF .
0oo0000040 B4 41 BB A4 55 CD 13 SD 72 OF 81 FB 55 AA 75 09 CA»2UI Jr aU2u.
0000000050 F7 C1 01 00 74 03 FE 46 10 &6 &0 80 7E 10 00 74 =& .t bF . f'€~ .t
ooooooooen 26 66 68 00 00 00 OO0 66 FF 76 08 68 00 00 68 00 é&fh... fyv.h. h.
0ooooooo7o 7C 68 01 00 68 10 00 B4 42 BA 56 00 8B F4 CD 13 |k k.. EaV.jpal.
00000000s80 9F 83 <4 10 9E EBE 14 B 01 02 BB 00 7C 84 56 00 QLA 18.,. .». |IV.
0000000090 84 76 01 84 4E 02 84 6E 03 CD 13 66 61 73 1C FE Iv.IN.In.l.fas.b
ooooooooAn 4E 11 75 0C 80 YE 00 80 OF 84 84 00 B2 80 EB B4 N.u.€~ € 11.:El
0000000OBD 55 32 E4 84 56 00 CD 13 5D EB 9E 81 3E FE 7D &5 U2a1v.1.]sn:bivU
0oooooooco A4 75 GE FF 76 00 ES 8D 00 75 17 FA EO DI E6 64  Zuniw.&. u. G Had
00000000D0 EE 83 00 BO DF E6 60 ES 7?C 00 BO FF Eb6 64 EB 75 el. Bz’&|. yadéu
00000000ED 00 FE BB 00 BB CD 1A 66 23 CO 75 3B 66 81 FB 54 4, =@ f#du faT
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Select the Target Partition

Once the required physical drive has been selected, the available partitions (along with capacity, file
system and status) will be displayed on the main dialog screen.

[%) vrcvs - X

ngs /Tools License About

. \PhysicalDrive1 (LBA 1953525168: CHS 121601,255,63)
Partition 01: Basic data partition, (1000 MB), 2048, 2050047, 2048000, EBDOAOA2-BSES-4
Partition 02: Basic data partition, (450 MB), 2050048, 2971647, 921600, DE94BBA4-06D1-
Partition 03: EFI system partition, (100 MB), 2971648, 3176447, 204800, C12A7328-F81F
Partition 04: Microsoft reserved partition, (16 MB), 3176448, 3209215, 32768, E3C9E316-
Partition 05: Basic data partition, (952302 MB), 3209216, 1953523711, 1950314496, EBD(

Operating System: Auto-Analyse Partitions
Microsoft Windows v

Version:

- Autodetect — .

Virtual Machine

VM Name (.vmx assumed):
[ New Virtual Machine ]

Virtual Disk Name (.vmdk assumed):
[ New Virtual Disk l

Status

Make New Open Existing U SOy
h WM e VFC Log Launch VM
3

MD5 Ltd © 2007 - 2019
All rights reserved.

License Status:

You will now need to select the appropriate ‘boot’ partition.

The boot partition may not always be the partition marked ‘(Active)’, but it should be noted that on
systems such as Windows Vista and above, the boot partition may actually be the second volume listed.
The same would also be true for multi-boot systems, where the OS required to be VFC'd is on a different
partition than the boot code for the drive.
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If the ‘Auto-Analyse Partitions’ check box is selected, selecting any of the available partitions will lead
to an attempt to auto-detect the installed Windows OS version. This analysis will also try to extract
relevant information relating to the installed Windows OS version from the registry and system files,
and also information about the User accounts from the SAM file. This collected data will then be
displayed in the upper right section of the main dialog. If the OS is not found then the following message
will be displayed asking you to select a different partition.

(05 Folder not found o

VFC could not locate the OS5 folder!
Please either

1. Select a different partition or
2. Use the options screen to manually select the OS5 folder

ME The 05 folder may MOT be on the Active partition

Create VWM Modify Hardware Patch VM [ Restore Points  Password Bypass  Standalone VM Settir

= F‘arttu:nn 01: Basic data partltll:ln [ll:ll:ll:l MEB), 2048, 2050047, 2043000, EBDOADAZ-B9ES-4
Partition 02: Basic data partition, (450 MB), 2050043, 2971647, 921600, DES4BBA4-0601-
Partition 03: EFI system partition, (100 MB), 2971648, 3175447, 2043800, C12AT323-F31F
Partition 04: Microsoft reserved partition, (16 MB), 3176448, 3209215, 32758, E3COE316-
Partition 05; Basic data partition, (352302 ME), 3209216, 1953523711, 1950314456, EEDQ

Guest 05
Operating System: Auto-Analyse Partitions
Microsoft Windows |

The ‘Auto-Analyse Partitions’ feature can be disabled if required and the OS version can be manually
selected.

By disabling ‘Auto-Analyse Partitions’, this will preclude the extraction of any of the aforementioned
system information.
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If required, various options which affect the generation of the Virtual Machine can also be altered as
desired (see Options, later in this guide).

(%) vrcvs - X

Create VM Modify Hardware ~Patch VM /Restore Points Password Bypass  Standalone VM Settings / Tools License  About

. PhysicalDrive 1 (LBA 1953525168: CHS 121601,255,63)
Partition 01: Basic data partition, (1000 MEB), 2048, 2050047, 2048000, EBDOAOA2-BIES-4
Partition 02: Basic data partition, (450 MB), 2050048, 2971647, 921600, DE94BBA4-06D 1
Partition 03: EFI system partition, (100 MB), 2971648, 3176447, 204800, C12A7328-F81F
Partition 04: Microsoft reserved partition, (16 MB), 3176448, 3209215, 32768, E3C9E316-
Partition 05: Basic data partition, (952302 MB), 3209216, 1953523711, 1950314496, EBD(

Guest 0OS

Operating System: Auto-Analyse Partitions
Microsoft Windows v

Version:

— Autodetect — v

Virtual Machine

VM Name (.vmx assumed):

l New Virtual Machine ]

Virtual Disk Name (.vmdk assumed):
[ New virtual Disk |

Make New Open Existing il
,H W™ WM VFCLog Launch VM
R

MD5 Ltd © 2007 - 2019

g License Status:
] All rights reserved.

v License ID: :I License Expiry:

Once the analysis has been completed, you have the option of changing the Virtual Machine Name
(default ‘New Virtual Machine’) and the Virtual Disk Name (default ‘New Virtual Disk’).

These values should be typically adjusted to reflect the details of the forensic image under investigation
(e.g. Smith-PC1-HDDO). It can also help to name external drives (e.g. 8GB USB) so the bootable volume
is easily recognisable when applying e.g. the Password Bypass routine.
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Target System Information (TSI)

Key data pertaining to the Target System is displayed in the splash-screen on the home-screen of VFC,
from where it can be highlighted with a mouse and copied and pasted into an electronic report. This
information serves multiple purposes to the forensic investigator; from triage (via date of last use)
through to identifying the presence of user access control features (User Account passwords):

Analysis results for \\. \PhysicalDrive2

GuestOs : Windows 8 x54 Edition
Install Date 1 01/03/2012 14:41: 11
Last Boot Time : 01/03/2012 15:35:35
Last Shutdown : 01/03/2012 15:37:53
Last Used Date : 01/03/2012 15:37:53
Registered Owner  : Michael

Registered Org. s <hlank=
Computername » WM-WINS-X54

Metwork Workgroup : WORKGROUP
Disk Serial Mumber : 43 2E 93 D9
RAM detected (Mb) : 1536

Timezone : GMT Standard Time
Product ID 1 00127-83400-00003-AA431
CD Key + MH24G-9MCMT-HC 311-4DGEC-Q 3RDW

User List from SAM : (Local Accounts)
Administrator : <Mo password set> [aad3b435b51404eeaad3b435b 514042 31dae
Guest @ <Mo password set> [aad3b435b51404eeaad 3b43505140492e: 31d6cfend 16ae
Michael : NTLM password protected [aad3b435b51404eeaad3b435051404=e: 12f4792a
HomeGroupUsers : MTLM password protected [aad3b435b51404eeaad3b435b5 1404ee:

VFC5 also embeds the TSI in the annotation of the generated VMX file:

@ VFC - Win 10 Virtual Machine - VMwiare Workstation

File (Edit) ¥igw VM 4 Jabs) Felo () B v

51 VFC - Win 10 Virtual Machi...

|
5] VFC - Win 10 Virtual Machine

00342-50440-

-AACEM
WAYTE-Y99JF-YT8QC

9 ® K ™ A ~WE e, B
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This TSI is also stored within the Log File which can be accessed via the “VFC Log” button (accessible via
the Create VM tab or the About tab:

VFC Readme License Manager
VFC Log Launch WM
VFC Log |: Download VFC
= MD5 Ltd © 2007 - 2019 = MD5 Ltd © 2007 - 2019
| 283 days remain | Al rights reserved, 283 days remain | All rights reserved.

Using the TSI to Crack User Passwords

Using the user’s original password to access a VM is always preferable where available, to avoid issues
with user-encrypted data. The User’s actual password can also offer clues to passwords used on
websites or to access encrypted folders on the system and can also provide options to try on
additional exhibits.

VFC collects TSI which includes the NTLM hash values for the passwords of password-protected User
accounts. These NTLM hashes can be run through cracking tools to retrieve the original passwords.

Recommended cracking options include offline rainbow tables and online solutions such as
www. hashkiller.co.uk or the paid-for www.crackstation.net. Copy and paste the hash value from the
end of the respective line (after the semicolon) and use your tool of choice to attempt to decrypt it.

VFC Log Viewer *
2019-07-08T09:27:43| vfc| Unloading NEWSYSTEM hive -
2019-07-08T09:27:53] vfc| Registry unload successful: NEWSYSTEM
2019-07-08T09:27:53| wfc| Unloading NEWSECURITY hive
2015-07-08T05:27:53| wic| Ascertaining approximate amount of RAM required
2019-07-08T09:27:53 vfc| Identified RAM usage as 2048 MB
2019-07-08T09:27:53] vfc|
2019-07-08T09:27:53| vfc] ==========================================S====SsSS==SSS==SSS==SSS==SS========
2019-07-08T09:27:53| wic|
2019-07-08T09:27:53] vfc| Target System Information
2019-07-08T09:27:53| wfc
2013-07-08T09:27:53| vft| ==============================================================================
2019-07-08T09:27:53| wic
2019-07-08T09:27:53 vfc| GuestOs 1 Windows 10 x64
2019-07-08T09:27:53] vic| YMPlatform : windows3-64
2019-07-08T09:27:53| wfc| Install Date 1 20/07/2017 16:42:41
2013-07-08T05:27:53| vic| Last Boot Time 1 28/07/2017 16:30:56
2019-07-08T09:27:53] vfc| Last Shutdown : 29/07/2017 16:30:23
2019-07-08T09:27:53| wfc| Last Used Date 1 29/07/2017 16:30:27
2019-07-08T09:27:53] vic| Registered Owner : MD5
2019-07-08T09:27:53] vfc| Registered Cra. : <blank>
2015-07-08T05:27:53| vic| Computername : MD5-LENOVO-B51
2019-07-08T09:27:53| wfc| Network Domain : md5,com
2019-07-08T09:27:53| wfc| Disk Serial Number @ 03 97 BE EC
2015-07-08T09:27:53| vic| RAM detected (MB) 1 2048
2019-07-08T09:27:53| wfc| Timezone ¢ GMT Standard Time
2018-07-08T05:27:53| vic| Product ID 1 00342-50440-58 145-AA0EM
/_UJ.S‘U!‘\MIUS. Sodar vty &Y w MISIFTIANVITT-OV T Ve AT T
2019-07-08T09:27:53] wfc| User List From SAM ! (Local Accounts) Administrator @ <Mo password set> Guest : <No password set>  [UnknownBuilt4n] : <Mo password set> MD5:
MNTLM password protected [1a%c 1a8dce9a7b30029895a7c 1c8daed] msadmin : NTLM password protected [29e40456 108728 764c70adbac756605] SophosSAUMDSENOaaa : NTLM
password protected [249dc2c5da3145db2e4e0ef93fe 143b6]

e Ta e T u'ﬂ'rnn bl M 21 I N |

2019-07-08T09:27:53| wfc

2013-07-08T05:27:53| vic| Dismounting temporary disk caches. ..

2019-07-08T09:27:55)] vfc| Command: C:\Program Files {(x86) \WMware \WMware Virtual Disk Development Kit\binlvmware-mount. exe

2019-07-08T09:27:55] wfc| Params : D: [d

2019-07-08T09:27:55] wfcl Result: v
Clear Log Copy to dipboard Save Copy
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The VFC Log File

For each session of VFC, a log file is created that records details about host software variants, host
hardware and OS details and connected drives so that the VFC process can be replicated. When the log
file is open, a copy can be saved at any time via the File Menu.

The log file can act as contemporaneous notes, to support an investigation and can also help with
validation and verification for the international laboratory standard, ISO 17025. The log file records
each step of the VFC process with time- and date-stamps, (measured against the internal clock of the
host system). We recommend saving a copy of the Log file for each VFC VM generated.

VFC Log Viewer X

2019-07-01T10:47:39] vfc| Started new log file ~
2019-07-01710:47:39] vfc| VFC v5.0.4.4282 x64

2019-07-01T10:47:39] vfc| Validating product license

2019-07-01T10:47:39| vfc| Found active software license

2015-07-01T10:47:39| vic| License ID: 003802

2019-07-01T10:47:39] vfc| License Expiry (local format): 05/04/2020

2019-07-017T10:47:39] vfc| License Days: 283 days remain

2019-07-01T10:47:39] vic| License SKU: Full

2019-07-01T10:47:39| vfc| License check completed

2019-07-01T10:47:39] vfc| Checking application prerequisites

2019-07-01T10:47:39| vfc| Checking for presence of VMware Core Applications

2019-07-01T10:47:39| vfc| Located YMware Workstation, 12.5.9,28553 at C:\Program Files {(x86)\WMware \VMware Workstation,

2019-07-01T10:47:39] vfc| Located VMware Player, 12,5.9.28553 at C:\Program Files (x88)\WMware\WMware Workstation',

2019-07-01710:47:39| vfc| Chedkdng for presence of VMware VDDK [ VMware Diskmount. ..

2015-07-01T10:47:40| vfc| Located vmware-mount.exe YDDK, 7.5.0.193 at C:\Program Files (x86) WMware\VMware Virtual Disk Development Kitibin',

2019-07-01T10:47:40 | vfc| Prerequisites check complete

2015-07-01T10:47:40| vfc| Starting VFC

2019-07-01T10:47:40| vic| Launching UI

2019-07-017T10:47:40 | vfc| Check for remnant hive NEWSOFTWARE completed: Mot Found

2019-07-01T10:47:40| vfc] Chedk for remnant hive NEWSYSTEM completed: Mot Found

2019-07-01T10:47:40 | vfc| Chedk for remnant hive NEWSECURITY completed: Mot Found

2019-07-01T10:47:40| vfc| YFC running

2019-07-01T10:48:15] vfc| Open Existing VM

2015-07-01T10:53:32| vfc
2019-07-01T10:53:32| vfc] ==============================================================================
2019-07-017T10:53:32] vfc| Enumerating Active Physical Drives

2015-07-01T10:53:33| wic| 1 VFCMount Virtual Disk SCSI Disk Device SCSI 125829120 7833 255 63 512 50.00 GE MBER
2019-07-01T10:53:33| vfc 2 VFCMount Virtual Disk SCSI Disk Device SCSI 15133816 943 255 83 512 7.22GEB MEBR
2015-07-01T10:53:34| vfc| PhysicalDrive1 - 64GE (60.00GE) (Active)

2019-07-01T10:53:34| wic
2019-07-01T10:53:34] vfc| ==============================================================================

2015-07-01T10:53: 34| vic|

2019-07-01T10:53:34] vfc| Device selected - \\, WPhysicalDrive 1 (Capacity €0.00GE: LBA 125829120: CHS 7833,255,63)

2015-07-01T10:53: 34| vic|

2019-07-01T10:53:34| vfc| ==============================================================================

2015-07-01T10:53: 34| vicl 7

Clear Log Copy to dipboard Save Copy Ok

It is worth noting that unless the log is manually cleared, VFC creates one continuous log file for each
session. It does not differentiate between cases or VM’s.
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Saving and Clearing the VFC Log File

To avoid cross contamination of data from different cases or VMs, use the “Clear Log File” button within
the log itself:

1019'0?'01T10=53=34i \"ﬁii ======================================================= == == ====
et vl

Clear Log JCopy to dipboard Save Copy oK

This will prompt you to choose if you want to save the log file or not*:

Clear Log File

Save log file before clearing?

* ... Click “Yes” to choose to save the previous log file (Recommended):

VFC will open File Explorer. Please confirm your save location, give the log a name and save the old file.

[ save log file name X
<« v > ThisPC » Documents » VFC Demo Files v | 8 Search VFC Demo Files 2
Organise + MNew folder == - o
VFC Demo Files (A Mame Date modified Type
VFC Info demo 1/07/2019 1412 File folder
¥ Downloads Generic Demo 2019 23:02 File folder
D Music WinZk File folder
| Pictures Win7 File folder
m Videos Wing File folder
Win10 File folder
5 Local Disk (C:) " retes
WinXP File folder
) Maxtor 1TB VFC Images (F)
v € >
File name: | VFC Log ~
Save as type: | Log Files (*.log) ~
~ Hide Folders Cancel

When you next open the log file, all details pertaining to any previously analysed disks will be missing.
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2

* ... Clicking “No” will prompt you to confirm that you want to clear the log file:

Clear Leg File

Are you sure you want to clear the Log file?

Yes

This will then deliver one of the following messages depending on your choice. Click “Yes” to clear the

log file:

Clear Log File

Laog file cleared

Pt

o

K

If you clicked the button in error, just click “No” and VFC will leave it as it is:

Clear Log File

Leg file MOT ¢

leared

et

oK

VFC will cleanse all data related to past virtualisations and just leave the basic system information
pertaining to software variants etc:

VFC Log Viewer

2019-07-02T01:45:
2019-07-02T01:45:
2019-07-02T01:45:
2019-07-02T01:49:
2019-07-02T01:49:
2019-07-02T01:45:
2019-07-02T01:45:
2019-07-02T01:45:
2019-07-02T01:45:
2019-07-02T01:49:
2019-07-02T01:49:

14| vfc| User elected to dear logfile

14| vfc| Started new log file

14| wfc| VFC +5.0.4.4282 64

14| wfc| Validating product license

15| wfc| Found active software license
15| wfc| License ID: 003202

15| wfc| License Expiry (local format): 09/04/2020
15| vfc| License Days: 232 days remain
15| wfc| License SKL: Full

15| wfc| License chedk completed

15| wfc| Log file deared by user

Copyright 2007-2019 MD5 Ltd, Revision 19.8.30.5.0.8

NB

The log file is a working document. VFC
needs to write to it constantly to maintain
the forensic audit trail of what has been
done to the target system. If the log file is
open, VFC will not work (you’ll see a blue
circle instead of a cursor). As it says at the
foot of the log file, “Please close the log file
before continuing to use VFC”.
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Generating the VFC VM
When all relevant data has been entered and analysed, the ‘Generate VFC VM’ button will become

active and the requisite files can be created, along with the application of any necessary system
patches.

[ vFC v, - X

Create VM Modify Hardware Patch VM / Restore Points  Password Bypass  Standalone VM Settings /Tools  License  About

W \PhysicalDrive1 (LBA 1953525168: CHS 121601,255,63) Analysis results for \\, \PhysicalDrive1
= Partition 01: Basic data partition, (1000 MB), 2048, 2050047, 2048000, EBD0ADA2-BSES-4
w Partition 02: Basic data partition, (450 ME), 2050048, 2971647, 921600, DES4BBA4-06D1-| | GuestOs : Windows 10 x64
Partition 03: EFI system partition, (100 MB), 2971648, 3175447, 204800, C12A73238-F81F| | yMPlatform : windows3-64
Partition 04: Microsoft reserved partition, (16 MB), 3176448, 3209215, 32758, E3CIE316-| | Install Date : 11/05/2017 15:25:50
Partition 05: Basic data partition, (352302 MB), 3209216, 1953523711, 1950314496, EBDYIEES SR 1 13/07/2017 16:41:04
Last Shutdown 1 13/07/2017 16:40:14
Last Used Date 1 13/07/2017 16:40:18
Registered Owner  : User
Registered Org. : <blank>
Computername : DESKTOP-14MKGK3
Guest 05 Metwork Workgroup : WORKGROUP
Operating System: Auto-Analyse Partitions Disk Serial Number : 444D 49 4F
RAM detected (ME) : 1920
Microsoft Windows B Timezone : GMT Standard Time
Product ID : 00342-50440-69987-AA0EM
Version: CD Key L WHYTB-Y99IF-YTEQC-W2PPG-6F412

User List From SAM  : (Local Accounts)

Windows 10 x64 - Administrator : <No password set=
) ) Guest : <Mo password set=
Virtual Machine [UnknownBuiltin] : <Mo password set>
User : NTLM password protected [4d72c45fe459d4889360ach4f 1437745]
VM Name (.vmx assumed): [Unknown Built4n] : NTLM password protected [5360992280b3219bcdbscaba0f3beab]
| Mew Virtual Machine |
Virtual Disk Name (.vmdk assumed):
[ Mew virtual Disk |
Status
Finished
Make MNew Open Existing -
_ﬁ Analysis completed ! VM VM AFE Launch M

) . ) - : - MDS5 Ltd © 2007 - 2013
w . e Lense BXPIVE - 0sj04f2020 Heenee Stats 282 days remain All rights reserved.

Click the ‘Make New VM’ button, select your Save destination, rename the VM if you wish to (if you
haven’t already) and wait for VFC to build the virtual machine.

A successful generation will result in the creation of those files necessary to enable the subject mounted
disk image to be booted in a VMware virtual environment.

. . Virtual Machine Ready
You can now choose to Launch your VM immediately or later:

The Option to Launch later was added so that users can add Virtual machine is ready for use
additional hardware into the VMX prior to booting it up. Please dick below to lamdh the WM now
The Launch Now option removes one more mouse click from

the VM generation process. Launch Later
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[ vFrC w3

Modify Hardware Patch VM /Restore Points  Password Bypass  Standalone VM Settings [ Tools

License  About

W \PhysicalDrive 1 (LBA 1953525168: CHS 121601,255,63)

Partition 01: Basic data partition, (1000 ME), 2048, 2050047, 2048000, EBD0ANA2-BSE5-4
Partition 02: Basic data partition, (450 MB), 2050048, 2971647, 921600, DES4EBA4-06D 1-
Partition 03: EFI system partition, (100 ME), 2071648, 3176447, 204800, C1247328Fa1F
Partition 04: Microsoft reserved partition, (16 MB), 3175448, 3209215, 32763, E3CIE316-|
artition, (852302 MB), 3209216, 1953523711, 1950314496

Partition 05: Basic data

Analysis results for 1\,

PhysicalDrive 1

GuestOs : Windows 10 x64
VMPlatform : windows9-64

Install Date : 11052017 15:25:50
Last Boot Time 1 13/07/2017 16:41:04
Last Shutdown 1 13/07/2017 16:40: 14
Last Used Date : 13/07/2017 16:40:18
Registered Owner  : User

Registered Org. : <blank =

Computername : DESKTOP-14MKGK3

Metwork Workgroup : WORKGROUP

Disk Serial Number : 44 4D 43 4F

RAM detected (MB) : 1920

Timezone 1 GMT Standard Time

Product ID : 00342-50440-69987-AAQCEM

CD Key L WHYTE-Y99IF-YTEQC-W2PPG-6F412

User List From SAM

: (Local Accounts)

Guest 05

Operating System: Auto-Analyse Partitions
Microsoft Windows ~
Version:

Windows 10 x64 ~
Virtual Machine

Administrator : <Mo password set>
Guest : <Mo password set=
[UnknownBuilt-in] : <Mo password set=

User : NTLM password protected [4d72c45fe459d4889360ach4f1437745]

WM Mame (.vmx assumed):

| Mew wing Virtual Machine |

Virtual Disk Name {.vmdk assumed):
[ Mew virtual Disk |

Status

Finished
VM generation completed |

[UnknownBuilt-in] : NTLM password protected [5360992280b3219bcdb6c8b90f3bcab2]

Make Mew
VM

Open Existing

WM

UFCLog

:| Launch VM

MDS5 Ltd © 2007 - 2019

All rights reserved.

Alternatively, the machine can be launched manually, typically by either double-clicking the generated
.VMX file via Windows Explorer, or by starting the VMware application and using the various options to
Open a Virtual Machine.

(File] Ecit View VM Team Windows Help

New

Open... Ctrl+0

Import or Export...

Import Windows XP Mode VM
Connect to ACE Management Server...
Close Ctrl+W
Map or Disconnect Virtual Disks...

Add to Favorites

Exit

Once the Virtual Machine has been manually opened, it will be necessary to ‘Power On’ the virtual
machine (launching the VM via VFC will automatically power it on).
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During the boot process, VMware displays options to access Setup (F2), Network Boot (F12) or the Boot
Menu (Esc):

File Edt View VM Team Windows Hep = B 00[0]@ IR EEEEEC

() VFC - New Virtual Machine

Phoeni. elease 6.0
Copyri 85-2001 Phoenix Technologies Ltd.

vmware
Copyright 200 09 UMuware, Inc.

UMware BIOS build 315

ATAPL CD-ROM: UMuare Uirtual IDE CDROM Drive
Mouse initialized

Press F2 to enter SETUP, F12 for Network Boot, ESC for Boot Menu

To direct input to this VM, click inside or press Ctrl+G o e 0 = | @

By default, VFC does not add any network connectivity.

The default boot order is Floppy Disk, Hard Disk then CD-ROM. Typically, the Boot Menu will need to
be accessed in circumstances where the user wishes to boot from a CD or an attached ISO image.

In order to access any of the boot options via the available boot keys, it is first necessary to give focus
to the VMware application (e.g. make the mouse and keyboard work with the guest VM instead of your
host machine).

Once you power on the virtual machine, move the mouse to a point inside the VMware boot screen
and left-click until the mouse cursor disappears. You can also use the keyboard shortcut “Ctrl + Alt” to
switch between inputs. Once you are focused on the VM, access to the virtual keyboard will be enabled
and pressing the ‘Esc’ key will display the Boot Menu.

The Keyboard shortcut ‘Ctrl + Alt’ can also be ued to switch between VMware application key-entry (the
main VMware window) and interacting with the VM itself.

VFC will set the boot delay to 3 seconds (3000 milliseconds) to allow easier access to the boot menu.
This value can be manually increased further by editing the generated .vmx file and adjusting the value
for ‘bios.bootDelay’. To allow a 10 second delay, set this value to ‘10000’.
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Boot Menu

+Removable Devices

Once the desired boot option has been selected (this is done automatically if the boot menu is not
accessed) the boot process will continue and either the logon screen will be displayed or, if the user
account has not been password protected, the desktop will be displayed.

If the user account is password protected, it is possible (on Windows NT & above) to bypass the logon
password by utilising the Password Bypass feature.

You can also use the Generic Password Reset tool to set the Password to a known value (including a
blank value).
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Changing Default Behavior via the Options Button ~*

On the home-screen, there is an “Options” button which will take you to a separate pop-up menu where
you can tweak a number of settings within VFC:

VFC w5 Options %
Options Overrides
Fix mass storage (fail to boot) driver issues Drive Interface | - AutoSelect — ~
Create baseline snapshot 05 Folder | — AutoDetect — ~

[ Logon command prompt (<P only)

[] administrator logon on welcome screen (XP only)
Initial Screen Resolution (XP Only) | 1024 x 768 (Recommended)
[ 5plit virtual disk inte 2GB chunks

Process and message delay controls
(Primarily for use on BootCamp Windows installations on
Apple Mac Pro Tower based Host Systems with HFS drivers installed

Disable auto reboot on system crash

Fix 'known’ VM conversion problems and active - Set Process Delay to 3125 or higher)
Fix XP WPA (XP Only) Message Delay {miliseconds) Ijl =
Inject generic Windows password reset tool {experimental)
Process Delay (miliseconds Ijl =

] Limit RAM to 268 v (@ ) -

Save Settings Load Saved

as Default Settings

o
=

If you are working with an encrypted drive (e.g. BitLocker) or your VM is stuck in a boot-loop repair
cycle, you may need to tinker with these options.

Changing the drive interface can make a real difference. If the drive is encrypted, or VFC is struggling to
communicate with it effectively, VFC won’t be able to read or make changes to the registry of the VM.

Many of the automatic fixes that VFC performs require access to the registry so to prevent them trying
to run (and failing, resulting in a system crash), please untick the options on the left to e.g. “Fix ‘Known’
Errors” and select the correct Drive Interface then re-generate your VM based on these new
parameters.

Please note as well, the Process Delay can safely be set to 0 to speed up the program. This was only
ever implemented for some obsolete Mac hardware which could not handle the processes VFC was
asking for while running Boot Camp Windows.
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Password Bypass (PWB)

VFC incorporates a simple way to gain access to multiple local Windows User Accounts in a virtual
environment via the enhanced Password Bypass (PWB) feature.

Please note, the VFC PWB routines ONLY work on Windows systems. We do not currently offer a PWB
routine for Mac OSX User Accounts however tools and methods for bypassing them do exist.

To use the PWB feature, when at the logon prompt of the VM (the VM must load completely for the
PWB process to work), simply suspend the virtual machine in VMware (using the suspend button in the
top menu — looks like a pause button), then open VFC and switch to the Password Bypass tab. Click
“Select VM” and use VFC to select the required VMX file and then click “Apply PWB”.

If the process fails to find a routine, you can open it up using the advanced “fuzzy search logic” slider
to adjust the accuracy. PWB will then attempt alternative routines from other windows builds. It is
more likely to have success but could take considerably longer.

To use this feature, tick the checkbox on the left and choose the level of focus you want to give to the
routine using the slider:

[%] vFCvs - X

éModifyHardware Patch VM / Restore Points  Password Bypass Standalone VM  Settings / Tools License About

VFC Windows Password Bypass
This function requires a VMware suspended virtual machine created with VFC.
This procedure has been tested on the following Windows versions:
NT4, 2000, XP, Vista, 7, 8.x, 10, Server 2003, Server 2008, Server 2012 and Server 2016.
Once the patch has been successfully applied, [Resume] the suspended machine and logon using any passwaord (or simply press the <Returnz= key).
The patch will authenticate all users until the virtual machine is rebooted, at which time normal authentication will be required.
NB Server Editions with Active Directory need to be booted into Directory Restore Mode (Safe Mode) for the Password Bypass routine to be successfully
applied. It may be necessary to enter an incorrect password (or just press the return key) at least once prior to using this patch to ensure that the

relevant system modules have been loaded into the VM memaory. It may also be necessary to run the patch twice or reboot the VM and then apply the
patch.

WMware VMY configuration file:

| | Select YM

WMware suspended machine VMEM file:

| | Apply PWE
Advanced Resume VM

[Juse fuzzy search logic (thorough, but slower) Less Strict (more false postives) More

Using PWE definition file 'C:\Program Files\MD5 Ltd\WFC4\PWES.BIN' created 20190311 121952 [307]

i A

s Li Serial: ; = License Status: = MDS5Ltd © 2007 - 2019
< B icense Serial )00000( License Expiry:  ([58 542020 302 days remaining All rights reserved.
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Once the authentication routine is completed, click “Resume VM” and the virtual machine will
‘unpause’ and you will be able to access the user account without the need of a password. As the
message states, you can also enter ANY password of your choosing and the VM will accept it.

(%) vFCvs - X

Modify Hardware Patch VM /Restore Points Password Bypass Standalone VM  Settings / Tools License About

VFC Windows Password Bypass
This function requires a VMware suspended virtual machine created with VFC.
This procedure has been tested on the following Windows versions:

NT4, 2000, XP, Vista, 7, 8.x, 10, Server 2003, Server 2008, Server 2012 and Server 2016.
Virtual Machine Ready

Once the patch has been successfully applied, [Resume] g any password (or simply press the <Return= key).

The patch will authenticate all users until the virtual mach ) - uthentication will be required.
Virtual machine is ready for use

NB Server Editions with Active Directory need to be boote de) for the Password Bypass routine to be successfully

Please dick below to resume the VM

applied. It may be necessary to enter an incorrect passw) ast once prior to using this patch to ensure that the
relevant system modules have been loaded into the VM m n the patch twice or reboot the VM and then apply the

WMware VMX configuration file:

| C:\WsersYjain.nash\Documents\WFC Demo Files\Win 10\Mew Win 10 Virtual Machine. vmx | Select VM

WMware suspended machine VMEM file:

| C:\Users\jain.nashDocuments \VFC Demo Files\Win 10\New Win 10 Virtual Machine-35b4bef1.vmem | Apply PWB

| Advanced Resume VM
[Juse fuzzy search logic (thorough, but slower) Less Strict (more false postives) Mare

2 signature(s) found and patch(es) applied - Please resume VM and login with ANY password
Using PWE definition file 'C:\Program Files\MD5 Ltd \WFC4\PWBS.BIN' created 20190311 121952 [307]

i License Serial: i iry: License Status: = MD5 Ltd © 2007 - 2019
o )OWOOI License Expiry: {ajoajz020 302 days remaining All rights reserved, |

It should be noted that Password Bypass is not a password removal or cracking tool. It is a proprietary
routine which works on a single suspended virtual machine session for machines generated by VFC.

If the virtual machine is rebooted, memory will be reset and either the password must be utilised or
the Password Bypass must be re-applied. No disk files are altered and the effect is transitory.

Additionally, Password Bypass will affect all user accounts on the system, whether they are local user
accounts or domain user accounts. When Password Bypass has been applied, access will be available
to any relevant user profile present on the system.

If the PWB routine fails, you have 3 main options:

1. Check that the PWB5.BIN database is up to date (download updates from our website)

2. Use the Generic Password Reset (GPR) feature which is enabled in the Options screen

3. Crack the hashes listed in the Target System Information section, found both on the Create VM
(home) tab and in the VFC Log file.
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I F []~1vFcs

Home 5hare
—

&« v » ThisPC » Local Disk (C:) » Program Files » MD3Ltd » VFC5 »

AccessData
Adobe
CanonBl)
Commean Files
Dokan
EnCasef

ESET

Evimetry
Flashintegro
Inkscape

Intel

internet explorer

Java

v MD3 Ltd
VFC4
v VFC5
Integration
Open Source

VFCMount
Microsoft Office 15

13 items

~

MName

Integration
Open Source
VFCMount

y
=

|| PWB3.BIN

%ﬁ!ﬂﬂer Control.exe
i; VFC Dongle Driver Install.exe
B8] VFC License.rtf
VFC_User_Guide_vd.pdf

[ VFC5.exe

=] vfcSleg

b1 VFCLicenseManager.exe

=] VFCReadme.tet

(5) MD5

evidence you can trust

v O Search VFC5 el

Select a file to preview.

'

The Password Bypass (PWB) routine database is externalised for easier updates. VFC5 relies on
PWBS5.BIN updates. You will find the most up-to-date version of the PWB5.BIN file and other useful

downloads online at:

http://md5.uk.com/vfc-downloads/.

Simply replace the PWBS5.BIN file in your installation folder with the latest version to ensure you always
have access to all available VFC PWB routines.

VFC5 supports Password Bypass on more than 2,000 different Windows OS Editions/combinations,
subject to limitations created by encryption (e.g. BitLocker) and online logins (Live ID).

The VFC Password Bypass feature is under constant research and development. Updates to the
PWBS.BIN file are released as often as possible and the latest version is always available to download

from our website.

NB Older PWB.BIN files will not work with VFC v4.50 and upwards.

The Password Bypass feature does NOT work with online-authenticated accounts such as Windows

Online (Live ID), which are linked to an email address or Live account.

The Generic Password Reset (GPR) feature can be used to access ‘Live ID’ accounts.
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On occasion, VFC may be unable to successfully patch the virtual memory to enable a password bypass.
In these instances, VFC can extract relevant system information which is encrypted into a VFC.PWB file
for return to the MD5 Development Team such that additional research can be undertaken. No user
identifiable information is stored within the PWB file.

If the existing PWB.BIN does not contain the necessary patch, you will see the following message:

Unsupported Password Modules Encountered! *
VFC has encountered unknown password modules!

Please check that the settings for your machine are correct and that you are using
the most recent release of VFC

VFC was unable to identify the appropriate signature from memoery and needs to
extract relevant system data for further research by the VFC Development team.

Mo perscnally identifiable information will be included in this file

Select "OK" to proceed or "Cancel” to skip

NB — If you run the password bypass routine when it isn’t required, then this error message will still be
shown. It will not affect the function of the VM.
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It will either be successful:

| Extracting and encrypting modules

Cancel

VFC has extracted relevant system data for further research by the VFC
Development team

Please send the file VFC5.PWB located in your VFC VM output folder
(C:\Users\Me\Documents\VFC Example\VFC VM)

to support@md5.uk.com with a subject line “VFC PWB”.

Please also attach the associated VFC.log file
(Located in the VFC Program folder)

0K

Please note the request for both the VFC5.PWB file and a copy of your VFC log file. This can be found
in the VFC installation folder as guided, but can also be accessed from the either the “Create VM” or
“About” tabs of VFC (click on “VFC Log” and then use the buttons to save a copy — don’t forget to
close the log file before continuing to use VFC). For more information on the Log File see here.
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Or not:

Scanning for password modules

Cancel

| Could not find relevant system file - extraction aborted

oK

Failure! hod

VFC could not find the relevant signature

Memory was NOT patched!

0K

This result can sometimes happen with a corrupted VM or if the image mounting has not been set up
correctly. It is worth restarting the process from scratch if the process fails completely — or using the
Generic Password Rest (GPR) tool.
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Generic Password Reset (GPR)
Includes Exploit for Windows Online (Live ID) accounts

New to VFCS5, the Generic Password Reset (GPR) allows a user to:

e Change Windows Online (Live ID) user accounts to local user accounts
e Reset a chosen local Windows user account password to a known value
e Launch a Command Prompt with SYSTEM-level privileges

The GPR feature is completely separate to the legacy Password Bypass (PWB) feature and is very
powerful. GPR is enabled by default in the “Options” screen (and can be disabled from here too). It
works by injecting a proprietary VFC component directly into the VM. It launches as a console window
on the login screen, which will normally appear a few seconds after the logon screen has loaded:

B ' VFC Generic Password Reset Tool [1] - x

sord Reset Tool
6 [Built Aug 1 2019
d 2819 CODE.

it now
TAB to

not pro

Main Menu

ccounts (requires restart)

If the GPR features are not required (e.g. the password is known), it is recommended that you
minimise the console window, in case it is required later.

The window can be resized to view more information and the scroll bars can be used to review
information that may not fit on the screen.

The initial options presented are:

List local user accounts

Reset local user password

Convert Win10 ‘online’ accounts to ‘local’ accounts (requires restart)
Launch command prompt

Restart system

Quit

L AOXDNE
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List the local user accounts and their password status(es) by pressing “1”:

password permitte word never expires)

ord permitted)

6 user ounts found

Display name is included as this will sometimes differ to the system-allocated default Username
(see User # 4, above).
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Change a password to a known value by pressing “2”:

Option 2 lets you change the password for a specific (single) user account. Please note, you need to
enter the system name so this is the value given for “Username” not “Display name”:

Hopefully it will work first time:

aszsword: Passwordl
aszsword successfully changed to “"Passwordl™ (9 charactersd

If it fails, you may need to try a more complex password:

The new password must meet the security requirements defined by the local Windows security policy.
Typically, this could mean the password needs to be a minimum length and contain a variety of
characters. If the local security policy demands a specific mix of characters and/or a certain number of
characters, unless all these parameters are met, the reset feature may not work first time.

With this in mind, VFC will prompt you to try a more complex password — e.g. alphanumeric or with a
mix of cases or including some symbols etc:

Rezet FPaszsword

sername (ENMTER to exit>: MDS
assword: Password
assword “"Password' (B characters) does not meet reguirementz. Try a more complex password.

Rezet FPaszsword

sername C(ENTER to exit)>: MDS
assword: Passwordl
Pazsword successfully changed to "Passwordl™ <2 characters?

Depending on the security policy settings, you may need to try a number of times to enhance the
security of your replacement password before the VM will accept it.

GPR may identify that the account is a domain account or online “Live ID” account:

GPR can only reset local Windows user accounts (just like PWB will only bypass local accounts).
If it fails, it will highlight that the target account could be an online account:

count and therefore cannot complete the operation.

online’ ount?
onverting ‘online’ ounts to 'local’ accounts and try again.
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Change ‘online’ (e.g. Live ID) accounts to local accounts by pressing “X”:

If the target account is an ‘online’ account, you can convert this to a local account by pressing X:

Converted 1 'online’ user account(s) *local” account(s).

After making system level changes to change an online account to a local account you need to restart
the guest system for the changes to take effect. Once this change has been made and applied, the
normal GPR process (or the legacy PWB process) can be applied:

Reset Password

Username (ENTER to exit): wvirtu
Password: 34
Password cesstully changed to "1234" (4 characters)

Launch a Command Prompt from the GPR window by pressing “C”:

The Command Prompt gives you access to powerful system-level administrator functions.

Restart the system by pressing “R”:

GPR includes a simple solution to a quick reboot — just press “R”.

Preparing to restart...Please wait

Exit GPR and disable the feature by typing “Q”.

You can then utilise the legacy PWB process in the manner described above. Clicking the red X will only
close the window temporarily. To quit, press "Q".

It is recommended that if you don’t want to use the GPR tool, you minimise the window.
GPR can be used to permanently reset or remove passwords from standalone clones prior to export.

NB The appearance of the GPR window is not the application of the legacy PWB bypass routine but
a totally separate and new process, run entirely within the VMware environment.

It should be noted that GPR is a proprietary routine that is permanently applied to the VM it is
injected into. If the virtual machine is rebooted, the new password must be utilised or the
Password Bypass must be re-applied. Virtual disk files are altered and the effect is permanent.

Please note, neither PWB nor GPR currently support bypass of domain authenticated passwords.
This is a key focus of current research and we hope to provide a simple solution in the near future.
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Experiencing the User’s Desktop

Once you have successfully accessed the desired account, depending on the OS and the hardware
employed on your host system, the installed Guest OS will begin to identify new hardware that is
detected as a result of the transition to a virtual environment as well as identifying that expected
hardware is no longer available.

You will most likely experience a number of message boxes indicating that driver files are being
updated/installed. It is likely that certain drivers may not be immediately available, such as the Video
Controller (VGA Compatible). It is also likely you will need to reboot the VM at least once before it is
completely functional.

Some drivers will become available after the installation of the VMware Tools package (see next page),
others (e.g. Sound on Windows Vista) may require additional manual intervention. VMware Tools will
also fix a number of other irritating things like screen resolution settings and jumpy mouse tracking and
will also enable features for advanced interaction with the guest system (more on next page).

# @ Ele Edit View VM Isbs Hel

Send Ctrl+ AltDel
Grab Input

Install VMware Tools..

£ Settigs,

y

o oMo © WA Pxexastianel 07

Copyright 2007-2019 MD5 Ltd, Revision 19.8.30.5.0.8 Page | 72



V- F-C o) MD5

VFC® User Gu|de evidence you can trust

VMware Tools Installation

In most instances, we recommend the installation of VMware Tools. The time taken for this will vary
depending on the guest OS and the host hardware. Follow the onscreen prompts or drop down from
the VM menu in VMware to start the installation wizard.

A typical installation of VMware Tools will provide enhanced graphic control by utilising the VMware
SVGA driver as well as better mouse control and the ability to drag and drop between Host and Guest
and vice versa.

Whilst the installation of the VMware Tools is described as vital by VMware (and indeed is required for
both enhanced user interaction and to most accurately recreate the original environment), it should be
noted that the installation procedure will most likely generate a System Restore Point event.

Equally, if you are planning on rewinding the machine to an earlier point using System Restore
functionality (and the VFC Restore Point Forensics patch), this will effectively remove the installed Tools
from the system and they will need to be installed again anyway.

0/ VFC - New Virtual Machine - VMware Workstation

File Edit View VM Tabs Hep | ll v | & | O O O | D= H S \E}:i

(53] VFC - New Virtual Machine

L3

Windows 8 Consumer Preview

B9 (hckin fhe vetuel ST2EN | Whinare Tooks enables many features and improves mouse movement, vdeo and performance. Log i t the guest operating system and cick Tnstal Tools™. Install Tools | | Remind Me Later | | Never Remind Me

To direct input to this VM, click inside or press Ctrl+G. (=) Qa=pd|l0o

Once the VMware Tools are installed, it is necessary to restart the machine for configuration changes
to take effect. During the reboot process, the screen resolution may be affected and desktop icons may
be re-arranged. It may be possible to adjust screen resolution to the desired final setting prior to the
installation of the VMware Tools using the options available within VFC (Currently applicable to
Windows XP only). Pre-adjusting resolution may avoid unwanted desktop icon relocation.
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Upon successful reboot (and password bypass if required), you will likely notice a VM tray icon in the
lower right of the screen. This can (and probably should) be disabled as it has no direct effect on user
data and this icon would NOT be present on an original machine.

VFC - New Virtual Machine - VMware Workstation

GERETTYE

ITo direct input to this VM, click inside or press Ctrl+G.

Detailed information about VMware Tools is available within the VMware Workstation User’s Manual
on the VMware web-site.

(https://docs.vmware.com/en/VMware-Workstation-Pro/15.0/workstation-pro-15-user-guide.pdf)
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Modify Hardware (add additional hard drives, network cards etc.)

VFC enables you to add hardware and rebuild a complete physical setup as a single virtual system. You
may have seized a tower PC with multiple drives or a laptop with an external drive or USB flash drive
attached. The Modify Hardware tab allows you to stitch these seamlessly into your VM, whether you’re
using VMware Workstation Pro or Player.

The Modify Hardware tab allows you to modify a VM you have already created. You can use this to add
additional mounted drives or make other minor changes to the VM configuration directly from within
VFC. Alternatively, you can make these (and more complex) changes from within VMware; the outcome
will be the same.

This feature works from physical drives, just like VFC itself when building a VM. Mount or attach any
additional drives or hardware in the same manner you would to create a VM in the first place.

Best practice is to mount ALL drives before you begin to use VFC however if you run into problems, the
Settings/Tools tab can be used alongside the mounting options in VFC Mount to mitigate further issues.

Navigate to the Modify Hardware tab and click on “Select VM” to choose the VM you want to add to:

(%] vrCvs - %

atch VM / Restore Points  Password Bypass Standalone VM  Settings / Tools License =~ About

Select VM

Virtual Machine Settings

Description

Use this screen to modify individual hardware
settings for your VFC generated VM

such as adding additional hard disk drives

or network adapters

MD5 Ltd © 2007 - 2019
All rights reserved.

3| License Status:

() License ID: License Expiry:
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Browse to the VMX you need and click “Open”:

2|

(e vrcws B4 - Select *vmy configuration file

5 = e

T+ » ThisPC > Documents » VFCDemoFiles > Win10 » Demo v O Search Demo

Organise v Newfolder = -

UM Uses Video A Name
@ OneDrive (] New Virtual Machinevmx

I This PC
30 Objects
[ Desktop

Documents

4 Downloads

b Music

=] Pictures

Select a ile to preview.

3 VFCFTP
B videos
2 Local Disk (C)

s Evimetry Repository (W:)

s Evimetry Repository (W) wla >

File name: v

add... Remove Discard Save Launch VM

& [ +)

You will see a list of virtual hardware that is connected to the VM. To add hardware, click “Add...”:

(%] veCvs - X

Create VM Modify Hardware  patch VM /Restore Points  Password Bypass = Standalone VM~ Settings / Tools License = About

[ New Virtual Machine.vmx | Fseiectvm

Virtual Machine Settings

Device Summary
& Processors 1
2E Memory 1920 MB
§/System Start Tme  11/08/2017 10:22:42
&) sound Card Present
@UsB Controller  Present
9 Fiopoy Physical
(=) optical IDE 1:0 Physical
(e Hard Disk SCSI 0:0 Disk (legacy)
Annotation
Device Count 9
n

Launch VM

Remove Discard

@
5

o [ e =
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Select the type of hardware you’re adding (in this example, we’re adding a Hard Disk) and click “Next”:

Add Hardware Wizard

Hardware Type
Select type of hardware to add

s

@USB Contraller
¥ sound Card
Netwu::urk Adapter
El Floppy Drive

Hard Disk

< Back

I Cancel

If the drive you want to add is not mounted, VFC Mount (or your preferred mounting tool) can be

employed to add the required image at this time:

x

Arcess Capacity Data Read Device MName

T
(]
[=]

]
L
z
c
L
c

I
m
m

I
m
[
m

I
[ial

#28 Read-only 931 GB 535 MB PhysicalDrive 1 C:\_VFC Image Files\Win 10 VFC Demo 20170811 - deanl,..
| @28 Resd-only 7392 MB 2043 bytes PhysicalDrive2  C:\_VFC Image Files\Kingston 8GB USE Stick\Kingston &G... Unmourt

E Mount I

Install
Driver

Remowve
Driver

About

Disable automatic file system mounting {improve virtualisation compatibility)

Driver is inztalled.

MD5 Ltd © 2019. All rights reserved.
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Choosing the correct Drive Interface

Once you've selected the hardware you want to add, the Add Hardware Wizard will prompt you to
choose the type of drive (if applicable) and the Drive Interface.

We recommend that you use the SCSI drive interface in most cases. This is the default preferred by VFC
and likely to cause the fewest problemes. If this fails to work, we would recommend you select the drive
interface used for the original physical disk (typically SATA for modern systems).

Add Hardware Wizard o

Add Hard Disk Drive
Select type of hard disk

Select Disk Type

(®) Use Physical / Mounted Disk
() Create new (unformatted) virtual disk

(") Use existing virtual disk

Device Interface
Interface: | SCSI W
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VFC will prompt you to select the virtual drive (VMDK) you want. Simply click “Select”:

Add Hardware Wizard

Specify Physical Disk
Select physical disk

Add Physical Disk
W VPhysicalDrive2 Select
Associated Virtual Disk File
Spedify virtual disk file name (.vmdk assumed):
Enter Disk Name Hkre Browse. ..

VFC will re-enumerate the connected drives. Select the option you want:

MD5

evidence you can trust

Physical / Mounted Disks

Select the Physical /

Display Non-Active Drives

Drive Details Bus LBA Cyls Heads SPT BPS  Capacity DiskLayout

0 WDC WDS100T2B0A-00SM50 IDE 1953525168 121601 255 63 512 931.51GB GPT
1 VFCMount Virtual Disk SCSI Disk Device SCSI 1953525168 121601 255 63 512 931.51GB GPT
2 VFCMount Virtual Disk SCSI Disk Device  SCSI 15138816 943 255 63 512 7.22GB MBR

Partition Information:

Volume File System Active StartCyl StartHead StartSector EndCyl EndHead End Sector Relative Sectors Total Sectors

1 0x0c Yes 0 128 1 941 254 63 8064 15130752

Unused space at start of disk : 3MB
Volume 1 : 7388 MB (FAT32) (Active)

View Sectors Cancel

OK

Copyright 2007-2019 MD5 Ltd, Revision 19.8.30.5.0.8

Page | 79



V- F-C o) MD5

evidence you can trust

VFC® User Guide

Next, give your new virtual disk (VMDK) a name and flick “Finish”:

Asspciated Virtual Disk File
Spedfy virtual disk file name (. vmdk assumed):

| Enter Disk Mame H,'are Browse...

Disk Properties
(®) Store virtual disk as a single file

() split virtual disk into multiple fles
Create disk redo file (required for write access to read-only media)

VEFC will now display an updated hardware list which should now show multiple hard disk drives. You
will need to click on “Save” to update the VMX configuration file before you can Launch the VM:

(%] vFCvs - X

Create VM Modify Hardware patch VM /Restore Points  Password Bypass Standalone VM Settings /Tools  License  About

| New Virtual Machine.vmx Select VM

Virtual Machine Settings

Device Summary
& Processors 1
£ Memory 1920 MB
{5/ System Start Time  11/08/2017 10:22:42
@“ Sound Card Present
@USB Controller Present
H Floppy Physical

"o Optical TOE 1:0 Physical
{e=Hard Disk SCSI 0:0 Disk (legacy)
(& Hard Disk SCSI0:1 RawDisk physical

Device Count 10

Launch VM

MD5 Ltd © 2007 - 2019

License Status:
All rights reserved.

v Y
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VFC will check you want to apply the changes. If you’re happy, click “Yes” to accept. Alternatively, if
adding more drives, you can do this before you update the configuration file to make all the updates in
one go (in which case, select “No”):

Apply changes

This will update the VMX configuration file

Are you sure?

VFC will now give wake up the “Launch VM” button. Click this to launch the VM in VMware:

[%] vrcvs - X
Create VM Patch VM /Restore Points  Password Bypass Standalone VM Settings / Tools License About
New Virtual Machine.vmx Select VM
Virtual Machine Settings
Device Summary
ﬁ Processors 1
% Memory 1920 MB
5/ System Start Time  11/08/2017 10:22:42
‘9“ Sound Card Present
@USE Controller Present
B Floppy Physical
(=) optical IDE 1:0 Physical
{eiHard Disk SCSI0:0 Disk (legacy)
{e=yHard Disk SCSI 0:1 RawDisk physical
Annotation
Device Count 10
Add... Remove Discard Save
= 3
< Licenise ID: St MD5 Ltd © 2007 - 2019

VFC will load the VMX into VMware and automatically power on the VM so that it boots up
automatically. Alternatively, you could browse for and open the VMX directly or use the File>Open
menu options within VMware but these will also require you to Power On the VM.
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When the VM is booting up, you may see a message much like this:

WFC - Mew Virtual Machine - Vhware Workstation =

N ‘fou are using a SCSI physical disk, SCSI physical disk dual-boot
Q\ performance is poor. The installed operating system might not
boat carrectly in the VM. However, SCSI physical disks operate
normally if used exdusively within the YM,

[]Do not show this hint again

This is related to the choice of Drive Interface selected when adding the hardware. We have found
that SCSl is the most reliable and forgiving interface when dealing with unknown VM connections so
the checkbox can safely be checked to prevent the message appearing again.

Please heed the warning relating to dual boot systems.

When you then enter My Computer on the VM, you will see any additional drives listed under File
Explorer and will be able to navigate them as if they were connected to the computer.

NI AN Computer Ii‘ﬂ&l
Computer View v @
@ 7 @ |;‘_i + Computer » - | <F-_p| Search Computer jo |
4.7 Favorites 4 Hard Disk Drives (2)
B Desktop — Local Disk (C:) KINGSTONBGE (E:)
L[ |

4 Downloads

T o — | e Dy —
S 10 GE free of 50.6 GB =

i 4,94 GB free of 7.21 GB
=l Recent places

4 Devices with Removable Starage (2)
4 Libraries

B . H Flo Disk Drive (A:) VD DVD Drive (Ds)
J Documents = PRY =

* @) Music '

» &= Pictures

- B videos

> (M Computer

If the VM does not fire up or the hardware you’ve added does not appear in the list, please double
check how you mounted your drives. All EQ1 files should be mounted as Physical Only.
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Restore Point Forensics / Patch VM

System Restore

It is possible to utilise the in-built System Restore functionality of Windows XP and above to revert a
machine to an earlier state.

VFC - New Virtual Machine - VMware Workstation
i T

File Edit View VM Team Windows Help

() VFC - New Virtual Machine

SetProgram Access and Defauits @) Google Chrome
£ Windows Catalog @ QuickTime

Windows Update (®) Apple Software Update

@ Accessbity

A Catalyst Control Center @ Communications
Games @ Entertainment

A e @) Microsoft Interactive Training

Character Map

Disk Cleanup

HP Backup &Recovery f§il System Tools B, Backup
LightScribe Direct Disc Labeling Calculator

. E-mail ) Microsoft Office
[= : Fles and Settings Transfer Vizard

) PDF Complete Notepad

InterVideo WinDVD W) Address Book @

Command Prompt & Disk Defragmenter
L]
a

T Roxio paint Scheduled Tasks

V wrotiansger

) sterto Program Compatiiity Wizard | @ Security Center

HP Notebook Accessories Product Tour Synchronize W System Information

Forensic Comy

HP ProtectTools Security Manager Tour Windows XP
el g Foe HP Software Setup Windows Explorer

Vpede=wwl

Explorer WordPad
3 Outiook Express
Remote Assistance
® windows Media Player
@) Windows Movie Maker
@ Demo uider
@ Instant Effects
@ Microsoft SQL Server 2005
@) Hitachi Finger Vein Authentication System
@ viglance Pro
@ LiveUpdate Notice

@) Mount Image Pro v2

@) virtual Forensic Computing

To direct input to this VM, click inside or press Ctrl+G.

VFC - New Virtual ine - VMware Workstation
™

File Edit View VM Team Windows Help ]

(3 VFC - New Virtual Machine

& System Restore

Welcome to System Restore

You can use System Restore to undo harmful changes to
andrestocs jic cetinos and performance, To begin, select the task that you want to perform:

(called a restore point) wit

work, such as saved documents, e-mail, or history and @ HESHorE T Computer 1,30 sarier ime

favorites lsts. =

O Create a restore point

Any changes that System Restore makes to your computer

are compietsly reversble.

Your computer automatically creates restore ponts (called
system checkpaints), but you can also use System Restore
to create your own restore points. This is useful if you are
bout to make 2 major change to your system, such as
instaling a new program or changing your registry.

Sustem Restore Settings

To contrue, selctan option, and then cck N

& System Restore

ide or press Ctrl+G. [eT=1=% Y =@

To direct input to this VM, click i
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F VEC - New Virtual Machine - VMware Workstation
e
File Edit Viev VM Team Windows Help npe @GR OE0 5|
| G VFC - tiew Virtual Machine

ﬁ

My Computer

£ System Restore

Select a Restore Point

The following calendar displays in bold all of the dates that have restore points available. The list displays the

restore points that are available for the selected date.

Possible types of restore points are: system checkpoints (scheduled restore points created by your computer),

manual restore points (restore px by you), and instalation restore points (automatc restore points
Chacs created when certain programs are installed)

1.0n this calendar, click a bold date. 2. 0n this list, click a restore point.

< > 12 July 2010
Mon | Tue |Wed)| Thu | Fri [ Sat :17:: lled iTunes

s 30 3
s| o 7 10
17|

19 1]
26| 27] 31
I

°) MD5

evidence you can trust

]

# start € systemRestore

[To direct input to this VM, click inside or press Ctrl+G.

VFC - New Virtual Maci - VMware Workstation
S

File Edit View VM Team Windows Help il AR DEEE BE

€ System Restore
Confirm Restore Point Selection

Selected restore point:

12 July 2010
21:17 Installed iTunes

This process does not cause you to lose recent work, such as saved documents or e-mail, and is completely
reversble.

Important: Before continuing, save your changes and close any open programs.

System Restore may take a moment to collect information about the selected restore point before shutting
down your computer.

To restore your computer to this date and time, cick Next.

] [cncel ]

74 start & SystemRestore

[To direct input to this VM, click inside or press Ctrl+G.

When utilising this functionality, any changes (including fixes and patches) made to the system by VFC
and any subsequently installed applications (such as VMware Tools) will be removed.
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Undoing the VFC changes will typically result in the VM failing to successfully boot or entering a reboot

loop. On older systems, this can result in a 0x7b BSOD (Blue Screen of Death) STOP message part way
through the process:

File Edit View VM Help | @ 00[[]®y

Team  Windows

New Virtual Machine

A Tem h
To your compus

been detected and wir been shut down to prevent damage
te

To direct input to this VM, click inside or press Ctrl+ G,

[T=]=Y0Y

This is expected behaviour. When the system crashes, it will likely go into a cyclical reboot.

(i) VFC - New Virtual Machine - VMware =B

lTo direct input to this VM, click inside or press Ctrl+G.

File Edit View VM Team Windows Help

= unlbe

(5 VFC - New Virtual Machine

We apologize for the inconvenience, but Window:
recent hardware or software change might have ca

d not start successfully. A

ed thi

If your computer stopped res
automatically shut doun to protect i
Good Configur cevert to the m

, or was

choose Last Known

hat worked.

If a previous rtup attempt was int
ed,

Normally.

pted due to a power failur
or if you

or because
aren’t sure what caused the
problem, choose Start Hindows
Safe Mode

afe Mode with Networking
Safe Mode with Command Prompt

Last Rnown Good Configuration (your most recent settings that worked)

Start Windows Normally

Use the up and down ar
onds until Wind

u ke
arts

to move the highlight to your choice.
27

[CT=1=Y}
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When this happens, Power Off and then close (rather than suspend) the Virtual Machine in VMware (or

close VMware).

MVFC - New Virtual Machine - VMware Workstation

file Edit View VM Tesm Windows Help @ 0(D)

(i VFC - New Virtual Machine

Ue apologize for the inconvenience, but Windows did not start successfully
recent hardware or software change might have caused thi

If your computer stopped ponding, restarted unexpectedly
Good Configy

the Power olff

problen Are you sure you want to power off the virtual machine "VFC w Virtual Machine™?

Do not ghow this message again

(_Power off |

Start Hindows Normall

Use the up and doun » the highlight to your choice
Seconds until Window

ut to this VM, click inside or press Ctrl+G

Once the VFC VM has been closed, you can utilise the “Patch VM/Restore

automatical (RN E Known

If a previot Please check that you have shut down your guest operating system before powering or because
off.
ed the

Points” tab in VFC to

"repair the VM". The fix applied is very similar to the process used by VFC to create a new VM.
Simply click “Select VM” and choose the bootable drive (from which the VM was initially created):

(%) vecs

-

Virtual 'Foren_gic Computil

& >

Create VM Modify Hardware {Patch VM / Restore Points : password Bypass Standalone VM = Settings /Tools License About

Patch VM / Windows Restore Point Forensics

evidence you can trust

This function can patch an existing Windows® based VM and attempt to make it bootable. A common use for this feature is to patch a VM
after using the Windows System Restore feature to 'rewind’ the VM to an earlier state. It can also be used to attempt to repair a VM that

was created by hand or created outside of VFC. To use with System Restore proceed as follows:

* Within a running VM (Windows XP or above), use the built-in System Restore function to return the machine to an earlier state
« During the subsequent Reboot the system MAY crash with a STOP 0x7B error. This is expected behaviour

« If this happens, Power Off the VM then use this tab to select the VM, disk and desired partition

« Once selected, apply the appropriate patches and fixes and then restart the VM

* You will normally need to re-install VMware Tools after the restore process completes

Source WM: | I Select YM I

Disk: | ‘

Volume: | |

ey

B P —) MDS5Ltd © 2007 - 2019
Nidaystemanng | Allrights reserved.

< g License Seril: [ager License Expiry: [G3/34/2020 License Status:
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Select the VM you want to patch and click “Patch VM” then click “OK” when it’s finished.
You should now be able to Launch the repaired VM and continue as before.

[ vrcvs

Create VM Modify Hardware Patch VM /Restore Points  password Bypass ~ Standalone VM~ Settings / Tools ~ License ~ About
Patch VM / Windows Restore Point Forensics

This function can patch an existing Windows® based VM and attempt to make it bootable. A common use for this feature is to patch a VM
after using the Windows System Restore feature to ‘rewind’ the VM to an earlier state. It can also be used to attempt to repair a VM that

was created by hand or created outside of VFC. To use with Suctem Ractacancacead as follows:
Dane! X

« Within a running VM (Windows XP or above), use th ore function to return the machine to an earlier state
Patch let
« During the subsequent Reboot the system MAY cras ateh compiete fror. This is expected behaviour

« If this happens, Power Off the VM then use this tab and desired partition
» Once selected, apply the appropriate patches and fi oK the VM

« You will normally need to re-install VMware Tools after the restore process completes

Source WM: | C:\Usershain.nash\D DemoF win Virtual Machine.vmx ] Select M
Disk: [ New Virtual Disk-000002.vindk [ - ]
Volume: [ volume 2: 61088 MB, HPFSINTFS | Launch VM

3 ;
S . eense D:  (SEOROERUMIN| Leeree B0 [

| License Status: MD5Ltd © 2007 - 2019

Allrights reserved.

When the machine

has been ‘patched’ you can launch the Virtual Machine, and continue the
restoration process.

NB A full restoration to an available restore point may take some considerable time.

When the system completes its boot sequence you will need to run the Password Bypass (PWB) or
Generic Password Reset (GPR) routine another time as any changes made by these will have been lost.

You may again experience alert messages relating to hardware devices, including requests to restart
the computer for new devices to take effect.

€ System Restore

° Restoration Complete

Your computer has been successfully restored to:

12 July 2010
Installed Tunes

1f this restoraton does t the problem, you cant
* Choose angther restore pont
@ Undo this restoration

Some foicers were renamed to preserve ther files, To view the it of renamed folders, cick the Ik below,

Renamed fies/folders

System Seftings Change

@ | Vindows has fiished instaling ey devices, The software that supoorts your device
&/ recures that yourestart your computer.You must restart your computer before the
ey settings wi take effect,

DO you want to restart your computer non?
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Open Existing VM

You will notice on the home-screen of VFC a button that says “Open Existing VM”:

Open Existing
VM

This button is designed to save you a few seconds when revisiting a VFC VM you have previously
generated. To use it, the same forensic image(s) used when the VM was created will need to be
mounted and available as Physical disks.

Please note, THIS IS ONLY FOR VFC GENERATED VMis. It will only work for VMs with multiple VMDKs
If you ensure they are correctly mounted first (e.g. in the same order and occupying the same Physical
Disk locations).

VFC will not currently open VM files from other sources*.

When VFC creates a VM from a mounted EO1 file, it leaves all the user data in situ inside the secure
EO1 wrapper. It does this for speed (it would take a long time to export all that data into e.g. a raw DD
image) and for security and forensic integrity. Due to the nature of how VFC creates virtual machines,
to re-use a pre-existing VM, you will need to mount the same image(s) upon which it depends.

If these mounted images happen to be allocated the same Physical Disk numbers as when the VM was
first generated, it will boot up with no issues.

If the mounted images have moved, and Windows has allocated them different drive numbers, the
Open Existing VM button gives you the option to scan all available drives for the original source data
and automatically re-allocate the drive numbers and edit the VMX accordingly to make the VM boot

up.

Please see next pages for detailed instructions.
* Correct at time of writing (05/07/2019)
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To start, click “Open Existing VM” and select the required VMX configuration file:

0
| E‘ VFC v3.0.4.4282 %64 - Select *wmx configuration file
Vil’tual F‘ T » ThisPC » Documents » VFC Demo Files » Win10 » v O Search Win10
Organise + Mew folder == -
Create VM. Modify Hard [ This PC ~ MName - Date modified Type
_J 3D Objects caches File folder
g I Desktop @ MNew win10 Virtual Machinewmzx VMware virtual m...

|=| Documents
& Downloads
J’! Music
&=/ Pictures

Guest 05 2 VFCFTP

Operating Sy B Videos

Microsoft Wil 125 | ocal Disk (C1)

Version: - KINGSTOMSGE (D)

~Autodetect | ocal Disk (F:)

Virtual Machin| - Local Disk (G:)

VM Name {.vm - Evimetry Repository (W)

Virtual Disk Naj File name: || ~ | WM Files (*vmz) ~

@ Cancel

Status

_ﬁ VM generation completed — ! Mal"ﬁ:lE'r': Qpen‘i:dsﬁng UFCLog Launch VM

o . : . -
. License ID: m License Expiry: License Status: MDSIA_ﬁié?jéD&?;erﬂilf
Browse for your desired VMX and click “Open”.

If the VM loads, then the mounted drives that this VM relies upon happen to be in the same location
that they were in previously.

If, however you see the message below (or similar), click “Yes”:

Different Disk Detected

The disk detected at PhysicalDrived
! is different from that specified in
the configuration for this VM

Do you want to scan all available disks for the correct one?
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VFC should now look for the drive signature of the mounted image you used before. If found, it will
notify you of the new disk location.

Click “Yes” again and VFC will attempt to redirect your VMX to the new mount location (by updating
the VMX configuration file with the new disk location).

If successful, you should see this message (or similar):

The VM should now load:

Dizk Located

Correct disk located at PhysicalDrive5

Do you want to update the configuration file?

[ vFCvs

Create VM Modify Hardware Patch VM /Restore Points  Password Bypass ~ Standalone VM Settings /Tools  License ~ About

S

Guest 05
Operating System:
Microsoft Windows

Version:
Windows 8 x64
Virtual Machine

VM Name (.vmx assumed):

Auto-Analyse Partitions

v

l Win8 Preview Virtual Machine

Virtual Disk Name (.vmdk assumed):

[ New Virtual Disk |
Status
Finished
ﬁ VM generation completed |
7
V License ID:

[

VM generated by VFC VFC v5.0.4.4282 x64
from physical disk : \\. \PhysicalDrive2

GuestOS : Windows 8 Consumer Preview

VMPlatform : windows8-64

Install Date :01/03/2012 14:41:11
Last Boot Time :01/03/2012 15:38:35
Last Shutdown :01/03/2012 15:37:58
Last Used Date : 01/03/2012 15:37:58
Registered Owner : Michael

Registered Org.  : <blank>
Computername : VM-WINS-X64
Workgroup : WORKGROUP

Disk Serial Number : 49 2E 93D3
RAM detected (MB) : 1536
Timezone Setting  : GMT Standard Time
Product ID : 00127-83400-00003-AA431
CDKey : MH24G-SMCMT-HC31J-4DGBC-Q3RDW
User List From SAM : (Local Accounts)
Administrator : <No password set>
Guest : <No password set>

Michael : NTLM password protected [12f4792a9a151155f1c0296838a4a027]

HomeGroupUser$ : NTLM password protected [88ec6f3c63db73b23e9¢7b3c447bbd59]

Make New
wm

Open Existing
VM

j| License Status:

Launch VM

MD5Ltd © 2007 - 2019
All rights reserved.

You should now be able to launch the VM.
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Alternatively, if you see this message:

Dizk Location Error pod

Could not locate the correct drive

Please ensure that all required image files
are present and/or mounted

... then unfortunately, either the disk signature has changed or another problem has occurred.

Please note, if the VM has multiple disks, it will probably fail unless the images are correctly mounted
beforehand:

WFC - Mew wind Virtual Machine - Viware Workstation -

9%  Failed to lock the file

— Cannot open the disk 'C: YUsersYjain.nash\Documents\WFC Demo
FilesWiing\Mew Virtual Disk-000002.vmdk' or one of the
snapshot disks it depends on,
Module 'Disk’ power on failed,

Failed to start the virtual machine.

You could attempt to manually edit the VMX configuration file with the new disk locations however...

If the Open Existing VM option fails, you can simply rebuild the VM quickly from the original mounted
evidence files, using the standard VFC VM creation processes.
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Settings / Tools
This new tab in VFC has been added to address the notorious “Physical Disk In Use” (PDIU) error in

VMware. This error can occur because Windows has mounted file systems on the emulated/
physical disk and VMware is unable to gain exclusive access to that disk:

YFC - Mew Win & Virtual Machine - YMware Workstation X

|8I The physical disk is already in use

b Cannot open the disk 'C:\UsersYiain.nash\DocumentsWFC Demo Files
WWing\Mew Virtual Disk-000002.vmdk' or one of the snapshot disks it
depends on.

VFC v5 includes three new features to mitigate the PDIU problem. These should greatly reduce the
number of times the problem occurs (but may not eliminate it entirely):

1. Disable automatic mounting checkbox on the Settings / Tools tab in VFC itself:

Create VM Modify Hardware  Patch VM / Restore Points  Password Bypass  Standalone vM  Settings /Tools  |license  About

Windows Mount Behaviour (Experimental)
The Windows® operating system automatically mounts new disks and file system volum

[ ] Disable automatic mounting

This behaviour is normally desirable but can interfere with virtualisation because it may
can happen with both physical and emulated physical disks. The most common result of
attempting to start a WM.

Discard Offline Mount Points Suggested resolution:

» Tick the chedkbox to disable automatic mounting (this will also disable automa

See: yMware KB 2046678 « Whilst no additional disks are attached [ mounted, didk the button to discard

This stops the underlying Windows OS behaviour and clears out the Windows mount
history.

2. Discard Offline Mount Points button on the Settings / Tools tab in VFC:

Create VM Modify Hardware  Patch VM / Restore Points  Password Bypass  Standalone vM  Settings /Tools  |license  About

Windows Mount Behaviour (Experimental)

The Windows® operating system automatically mounts new disks and file system volum
[ pisable automatic mounting This behaviour is normally desirable but can interfere with virtualisation because it may
can happen with both physical and emulated physical disks. The most common result of
attempting to start a WM.

Discard Offline Mount Points el e

+ Tick the checkbox to disable automatic mounting (this will also disable automa

See: yMware KB 2046678 « Whilst no additional disks are attached [ mounted, didk the button to discard

This second part is necessary to stop the problem re-occurring with disks/images that were

mounted before the checkbox was ticked. It is harmless to press the button (it just clears
the mount history again).
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3. Checkbox in VFC Mount:

| [ ] Disable automatic file system mounting {improve virtualisation compatibility)

Driver is installed.

This stops the underlying Windows OS behaviour (as above) AND also tells VFC Mount to
mount the image in a way unique to VFC and developed specifically to address the PDIU
issues that makes the problem less likely occur. We initially didn’t expect this to be
necessary but in testing found that PDIU still occurred quite often. The result with VMware
should be superior to using FTK Imager or MIP.

The new feature mostly addresses the issue although frustratingly it can occasionally return, especially
if your workstation has been running for a number of days. This article from VMware gives more
technical information on the issue: https://kb.vmware.com/s/article/2046678

Please follow the checklist below to reduce the instances of this problem.

Checklist:
1. Make sure no images are mounted (unmount everything and then close FTK Imager and
VFC Mount)
2. Start VFC
3. Open Tools/Settings tab — Tick box and press button
4, Open VFC Mount
5. Ensure box is ticked (it should be)
6. Mount image
7. Try to create VM again
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Creating a Standalone Clone Virtual Machine from a VFC VM
On occasion it may be necessary to create a standalone copy of a VFC VM for a client whom does not

have access to mounting utilities such as VFC Mount, FTK or MIP — or the main VFC program (and
associated license(s).

NB When using the following method to create a copy VFC VM, unless snapshots are carefully used,
the forensic integrity of the methodology will be compromised as the standalone machine cannot
be readily recreated and returned to its initial state.

Creating a Standalone VFC VM using the automated VFC process

VFC5 refines the standalone clone functionality that was present in previous releases of VFC.
The feature automates the generation of a standalone clone. The Ul looks like this:

[%] vFCvs - X

evidence you can trust

Create VM Modify Hardware Patch VM /Restore Points  Password Bypass Standalone VM Settings /Tools  License  About
VFC - Create a standalone VFC VM
To create a standalone copy of a VFC generated VM which can be viewed on a different computer, without further access to VFC, proceed as follows:
1. For best performance, ensure source VM is on a different drive to the destination VM
2. Ensure destination location has sufficient capacity
3. Fully configure your generated VFC VM within VMware prior to cloning
« Install VMware Tools to the VM
« Set the screen resolution as required
» Disable or reset passwords if required (the PWB feature will not be available on a standalone VM without VFC)
4. Close the VFC VM in VMware
5. Click Select VM below and locate the source virtual machine
6. Click Select Target below and select a location for the destination VM

7. Click Generate VM

Source VM: [ | Select VM

Destination ‘ | Select Target

(®) Store virtual disk(s) as a single file(s) (O Split virtual disk(s) into multiple files(s)

=

MD5 Ltd © 2007 - 2019
All rights reserved.

3] License Status:

The instructions should be self-explanatory however we do recommend that you follow them closely.

NB The Generate Standalone VFC VM Clone Copy feature will copy all the User data from the source
image into a new destination so depending on the size of the source drive(s), the export process
can take a significant amount of time.
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Preparing the VM for export as a Standalone Clone

When you first open your VM, you may find the system identifies new hardware and tries to locate
the relevant drivers. When exporting a standalone clone, it is good practice to allow all these
processes to run in full. If the drivers cannot be found, it can help the end-user of the Standalone
Clone if you disable the feature.

Once all driver installation processes have run, the VM may prompt you to restart. Because you need
to install VMware Tools as well, it can save time if you click “No” at this time:

System Settings Change -

P Windows 2000 has Finished installing new devices. ¥ou must reskart
\.1) wour computer before the new settings will take effect,

Do you wank ko reskark wour computer now?

Next, you need to install VMware Tools which can typically be done via a virtual CD drive within the VM
or from the VMware menu:

& File Edit View VM Tabs Help > | & | O O 0
() Power
(5} Removable Devices

Pause Ctrl+5Shift+P

Send Ctrl+Alt+Del
Grab Input Ctrl+G

Snapshot »

Capture Screen Ctrl+Alt+Prt5cn

Manage
Install Yiware Tools...

Settings...

To shift quickly between input modes for the VM desktop and your host system (e.g. the VMware
toolbar), use the keyboard shortcut (Ctrl + Alt).

Select “VM > Install VMware Tools...” and follow the instructions below. More information is available
in the section above titled “VMware Tools installation”.
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Click “Install”:

YMware Workstation >

Click Install to connect the YMware Tools installer
CD to the virtual machine.

If you do not see VYMware Tools installing, run
"setup.exe” from the virtual CD-ROM drive in the
guest.

[Joe not show this message again

Install I: Cancel

The VMware Tools Setup wizard will open. Click “Next”:

i'.g!.'- ¥Mware Tools Setup [_ ]

Welcome to the installation wizard for
Yilware Tools

The installation wizard will install YMware Toals on vour
computer, To continue, click Mext,

Copyright 1993-2016 {c) YMware, Inc. Al rights reserved.
This product is prokected by copyright and intelleckual
property laws in the United States and other countries as
well as by international treaties, YMware products are
covered by one or mare patents listed at

hittp: e vmware comfgo/patents,

You can choose which setup to use but ‘Typical’ usually works fine so just click “Next”.

vmware

Please select a setup bype.

: Installs the program Features used by this YMware product only. Select
this option if you intend to run this virkual machine only with this
WMware produck.

" Complete

Installs all program Features. Select this option if wou intend to run this
wirkual machine on mulkiple YMware products.,

" Custom

Lets you choose which program features ko install and where ko install
them. Only advanced users should select this option,

< Back Cancel
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Unlike producing a clone in VMware where you need to pick ‘Custom’ settings, VFC will pre-prepare
the VMX for export as part of the “Generate Standalone Clone VFC VM Copy” process.

Click “Install” to start the installation process:

i'o!“ ¥Mware Tools Setup

Click Install ko begin the installation. Click Back ko review or change any of ywour
installation settings. Click Cancel ko exit the wizard,

Once the installation is complete, click “Finish”:

{ ¥YMware Tools Setup o ] 3

Completed the ¥i¥ware Tools Setup Wizard

Click the Finish button to exit the Setup Wizard,

Zaneel

= Bach.
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You will now be prompted to reboot your machine again:

{i& ¥Mware Tools Setup x|

‘fau musk restart wour system For the configuration
changes made ko YMware Tools ko take effect, Click ves
torestark now or Mo iF you plan ko manoally restark
laker.

This time, click “Yes” and wait for the VM to power on again. This will ensure VMware Tools are
correctly installed on your VM prior to exporting a standalone clone and will give the recipient or end-
user better control of the VM and greater access to the files and data held within it.

Once the system has rebooted, you can reset passwords or change the screen resolution if required.
Because the clone is designed to be opened without the need for VFC, the user will most likely not have
the option of the password bypass feature so it is paramount that the password is either cracked and
supplied, or reset/removed entirely.

It is worth noting that often the installation of VMware Tools will address issues with the screen
resolution and map it to your own hardware... this means that the desktop of the resultant VM may
not look exactly like that of the original evidence and you may want to set the value to that of the
original system (see further details in the section above on VMware Tools installation).

You can then take a snapshot if you are running VMware Workstation Pro, which will allow the VM to
be rewound back to this initial state.

NB You will need to close your VM in VMware before you can use the VFC Standalone Clone function
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Exporting a Standalone Clone

To export your clone, set it up as above and then ensure that the VM you want to clone is not open in
VMware (i.e. not suspended or powered down but closed completely). Depending on how the clone is
to be used, you may prefer to power it off in the state it’s in or shut it down properly. It will have to
boot up fully when next launched, whichever options is chosen, so there is little difference between
these two from this perspective.

Once you have done this, use the buttons on the VFC “Standalone VM” tab to choose which VM you
want to export (click “Select VM” then browse for it and click Open):

B VFC5 x64 - Select source *.vmx configuration file X
™ > ThisPC » Documents > VFC Demo Files > Win10 > NewDemo » v O Search New Demo p e
Organise ¥ New folder == » [T o
& OneDrive A Name Date modified Type
[ This PC caches 13 019 16:06 File fi
— is
[Ej New Demo Windows[}g Virtual Machine....  13/06/2019 16:21 VMw
- 3D Objects -
New Demo Windows 10 Virtual Machine.vmx
[ Desktop Type: VMware virtual machine configuration
= Size: 4.51 KB
(=] Docments Date modified: 13/06/2019 16:21
¥4 Downloads
AR S >
File name: v | VMX Files (*.vmx) v

... and where you want to export it to (Click “Select Target” then navigate to your chosen folder):

E] VFC5 x64 - Select destination *.vmx configuration file X
<« v 4 > ThisPC » Local Disk (C:) » Standalone CloneVM » DEMO Folder v O Search DEMO Folder P
Organise v New folder =sihw o
& OneDrive ) Name - Date modified Type Size
[ This PC No items match your search.

< 3D Objects

File name: | Standalone Clone of New Demo Windows 10 Virtual Machine.vmx v

Save as type: ‘VMX Files (*.vmx) v

A Hide Folders Cancel

Copyright 2007-2019 MD5 Ltd, Revision 19.8.30.5.0.8 Page | 99



V- F-C o) MD5

VFC® User Gu|de evidence you can trust

Next, click on “Generate VM”:

7. Click Generate VM

Source VM: | C:\Usersjain.nash\Documents \WFC Demo Files\Win 10\Mew win10 Virtual Machine. vmx | Select vM
Destination | C:\standalone Clone VM\Original Win 10\Standalone Clone of Original Win10 Demo VM. vmx Select Target
(®) store virtual disk(s) as a single file(s) (O Split virtual disk(s) into multiple files(s)
" Launch vm |

99% Complete. 1 minute, 25 seconds remaining Cancel

Converting SCSI 0:1 8GB USB-000001.vmdk

VFC will check the capacity of the target drive and notify you if there may not be enough space.
If you choose to continue (by clicking “Yes), unlike earlier versions of VFC, if there is enough storage
space in the destination to store the resultant clone, the process will still complete:

Check folder capacity

e The Wi may require up to 938 GB storage.

The destination folder only has 413 GE free space.

Howewver, due to sparse storage considerably less capacity
may be required.

Do you want to continue?

Yes [ Mo

The source disk does not need to be big enough to take the entire drive volume any more — it will utilise
sparse storage features and provided the final VM takes up less space than is available,
a VM with e.g. a 2TB drive can fit on a disk with just a few hundred GBs of space.

Click “Yes” and you will then see VFC exporting the data. A progress bar at the bottom of the VFC GUI
will give an indication of how far through you are:

7. Click Generate VM

Source VM: | C:\Usersliain.nash\Documents\WFC Demo Files\Win 10YMew win10 Virtual Machine. vmx | Select VM
Destination | C:\Standalone Clone VMOriginal Win10\5tandalone Clone of Original Win10 Demo VM. vmx | Select Target
(®) Store virtual disk(s) as a single file(s) () Split virtual disk(s) into multiple files(s)

Launch vM

99% Complete. 1 minute, 25 seconds remaining Cancel

Converting SCSI 0:1 8GB USB-00000 1. vmdk

o} ) ) N
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A padlock at the top will indicate that VFC has locked the program due to the ongoing process:

[ vrcs -

~

Create VM Modify Hardware ~Patch VM /Restore Points  Password Bypass Standalone VM Settings /Tools License  About

VFC - Create a standalone VFC VM

Please note, the more data you need to copy, the longer the process will take.

Also, the type of connection to your destination drive can have a huge impact on the speed of data
transfer, e.g. USB 2.0, 3.0 or SATA.

Virtual machine is ready for use

[ Please dick below to launch the VM now

Launch Later Launch Now

When the export process has completed, you can either choose to “Launch Now” or “Launch Later”.

At this point, you can now open the VM clone on any computer running VMware Workstation without
any mounting tools or the need for a VFC dongle.

If you are planning on providing the clone to anyone else, it is worth launching the VM at least once
to clear this message:

VFC - New Demo Windows 10 Virtual Machine - VMware Workstation X

'e' This virtual machine might have been moved or copied.

— In order to configure certain management and networking features, VMware
Workstation needs to know if this virtual machine was moved or copied.

If you don't know, answer “I Copied It".

iMoved1t | [TcCopied1t || cancel

|-

The message appears because the VMDK files it relies upon have moved. The correct answer is (as we
know) “I Copied It” and it does instruct you to choose that option if you don’t know but to reduce
confusion from other parties, if you launch it and choose this for them once, it won’t appear again.
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You can open the exported standalone clone VFC VM .VMX file from File Explorer or from the
File > Open menu in VMware. You will notice the information from the splash-screen of VFC is
embedded into the VMX annotation:

& File Edit

View VM Tabs Help - MO0 O {7 vC

EH VFC - New win8 Virtual Machine

Resume this virtual machine

';E] Edit virtual machine settings

¥ Devices
W Mernory
[ Processors
{2 Hard Disk (SCSI)
CD/DVD (IDE)
[= Floppy
USE Controller
h.ff' Sound Card
3 Display

19GB

1

931.5GB
Auto detect
Auto detect
Present
Auto detect
Auto detect

¥ Description
VM generated by VFC

YMPlatform :
Install Date :
15:25:50

Last Boot Time
16:47:04

Last Shutdown
16:40:14

Last Used Date
16:40:18
Registered Owner
Registered Org.
Computername
TAMKGE3
Workgroup

Disk Serial Mumber
RAM detected (MB) :
Timezone Setting
Time

Product ID
69587-AA0EM

W2PPG-6F412
User List From SAM :
Accounts)

[Unknown/Built-in] :
set>

[Unknown/Built-in] :
protected

VFC w5.0.4.4282 x64

from physical disk : \\\PhysicalDrivel

GuestO5 : Windows 10 Pro

windows9-64
11/05/2017

1 13/07/2017
1 13/07/2017
1 13/07/2017
: User

: <hlank=

: DESKTOP-

: WORKGROUP
1 444D 49 4F

1920

: GMT Standard
: D0342-50440-

CD Key  : WAYTS-YORIF-YTBQC-

(Local

Administrator : <MNo password set>
Guest : <No password set>

<MNo password

User: NTLM password protected
[4d72c45fed50d4880360ach4F1437745]

MNTLM password

[5360992280b3219bcdbbc8b90f3bcab?]

~ Virtual Machine Details
State: Suspended
Snapshot: VFC Baseline
Configuration file: C:\Users\iain.nash\Documents\VFC Demao Files\Win8\New wind Virtual Machine.vmx
Hardware compatibility: Workstation 12 virtual machine
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New to VFC5 is the option to run VFC via the new Command Line Interface (CLI). This can be used to
script VFC and to automate common preparation tasks.

The interface does not currently allow the entire VM creation process to be automated but can
significantly reduce the amount of manual interaction required. This is intended for automation/batch
scenarios. The VFC Integration components for EnCase and X-Ways Forensics use the new CLI interface.

To view the supported syntax, use the command: VFC5.EXE /?

The following commands are currently supported:

/mounttool — Launch the VFC Mount Tool.
» We recommend you use this before other mount/unmount commands

¢ /mount:filename — Mount the specified image with VFC Mount Tool.

» For example: VFC5.EXE /mount:”d:\mycase\image.e01”
¢ /unmount:devicename — Unmount specified device in VFC Mount Tool.

» For example: VFC5.EXE /unmount:\\.\physicaldrivel
e /unmountall - Unmount all devices in VFC Mount Tool
¢ /nosplash — Do not display splash screen on start-up
e /opentab:tabname — Open specified tab on start-up.

» For example: VFC5.EXE /opentab:pwb

Copyright 2007-2019 MD5 Ltd, Revision 19.8.30.5.0.8 Page | 103



V(FC (o) MD5

VFC® User Guide evidence you can trust

CLI Integration with Forensic Analysis Suite Software

When VFC is installed, it creates a subfolder in the installation folder called “Integration” where you
will find pre-written scripts to integrate our software with some of the big names in digital forensics.

At launch, there are scripts for EnCase and XWF.

We have pre-prepared scripts for integration with EnCase v6, v7 and v8 and also X-Ways Forensics
(XWF) v18 and later. The respective integration components are located in the "Integration" folder of
the VFC installation:

I = | Integration - O X
Home Share View e
« v P » ThisPC » Local Disk (C:) » ProgramFiles » MD5Ltd » VFCS » Integration w Search Integration 2

hd MD3 Ltd 2 MName - Date maodified Type
VFC4 EnCase 05/07/2019 1341 Filefolder
v VRS XWF 05/ File folder
v Integration = Readme.tbd 29/05/2019 11:10 Text Document
EnCase
XWF

Open Source

VFCMount
v £ >

3 items =

The X-Tension and EnScript both behave in a similar way. They mount supported images from the
current case (in X\WF or EnCase respectively) using the VFC Mount Tool, and then launch VFC.

These scripts can be used to speed up operations and better integrate VFC into your forensic
workflow. They determine the image file format using the file extension. The currently supported
formats are:

.e01, .ex01, .aff4, .vmdk, .bin, .img, .raw, .dd*
* Currently the EnScripts only support .E01 and .Ex01. The X-Tension (in theory) supports all of them but is

limited by the fact the XWF itself doesn't support .Ex01 or .AFF4 without third-party extensions.

NB Before attempting to use any CLI scripts, please ensure VFC v5.0.5 or later is installed correctly
and has been launched at least once.
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Using the EnScript

Please see your EnCase documentation for detailed instructions on how to install EnScripts.
The following walk-through describes the process for EnCase v6 (the instructions for v8 are different).
To make the EnScript available to EnCase, please copy and paste the respective EnScript (for the version
you are running) into the appropriate system folder:

I = | EnScript - O x
Home Share View 0
« v 4 » ThisPC » Local Disk (C:) » Program Files » EnCasef » EnScript » v O Search EnScript yel

-

Prograrm Files A MName Date modified Type
7-Zip Examples 123 File folder
AccessData Forensic 123 File folder
Adobe Include 123 File folder
CanonBJ Main :23 File folder

“#% LaunchVFCvE.EnScript
"‘7:3 LaunchVFCvTvE EnScript
W Source Processor.EnPack

Common Files EnCase Script File

Daokan EnCase Script File

EnCase Package
EnCasef
v < >

& items =

EnCase should now pick it up and display it as an option within the EnScript panel within the software:

BT EnCase Forensic - [m| X
File Edit View Tools Help
dNew |3 Open .i‘ Save (=4 Print e Add Device ‘-%Search Refresh ¥ Close B—EAmuire
hlj Cases| % Table z Report [ Gallery Ej Timeline Q Disk “f% Code
1. In File File File
Hi Entri Bookmarks Seard b
[ Home [DBookmarks 2, Eﬁt Name Filter Report | Ext Type e Signature Desaription od
HlaFile Extents 8 Permissions [4}||[] 1 e C Volume, Sector 2048-20...
é—DE"& Entries O 2|seD Volume, Sector 2050048...
S-CRATIZ] VFC Win 10 Demo Image - GOCD O 3|t Volume, Sector 2971648. ..
O 4|seF Volume, Sector 3176448. ..
O 5|sec Volume, Sector 3209216...
#1 6 | E] Unused Disk Area File, Unallocated Clusters
< >
=] Text| &]Hex liDoc ) Transcript [¥ Pictiure (= Report [ Console T Detzils =¥ Output [ Lock [ Codepage B 2/302101 i 4% Enseript| ‘4 Hits T Filters [$= Conditions 4 »
2-%¢ EnsScript
I~ Examples
|\ Forensic
Empty File
tage VFC Case 1\WFC Win10 Demo Image - GOODYC (FO 0 LE 1) | Verifying 4:23:00 |

Ensure you have loaded the relevant disk image(s) you are working with into EnCase. The
“LaunchVFCv6.EnScript” script will open each live image within VFC Mount and mount it as a physical
drive with the appropriate settings. It will also launch VFC itself so that you can enumerate the
connected drives and select the mother image.

This is currently as far as the CLI integration will take you.
To generate your VFC VM please refer to the instructions above.
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Using the X-Tension

To make the X-Tension .DLL available to X-Ways Forensics (XWF), you will need to install the X-Tension
applet which is supplied in the respective Integration folder within the installation folder for VFC.

Installation of the X-Tension

Copyright 2007-2019 MD5 Ltd, Revision 19.8.30.5.0.8

I B [ = | xwr - m| *
Home Share View o
<« v <« Local Disk (C:) » Program Files » MD3Ltd » WFC5 » Integration > XWF v Search XWF 2
-~
MD5 Ltd G Mame Date modified Type Size
VFC4 E| XT_VFC5 Readmeibdt Text Document 2KB
VFCS 2] ®T_VFCS_32.dIl Application extens... 584 KB
Integration |:] XT_VFC5_64.dll Application extens... T16 KB
EnCase
XWF
Open Source
VFCMount o
3 iterns =

To install the X-Tension in XWF, proceed as follows:

1. Determine if you are using the 32-bit or 64-bit version of XWF.
» Each requires a distinct version of the XT_VFC5 DLL:
* For 32-bit XWF use: XT_VFC5_32.DLL
* For 64-bit XWF use: XT_VFC5_64.DLL
2. Open XWF (requires v18 or later)
3. Navigate to the Tools > Run X-Tensions menu

s X-Ways Forensics: Test Case -
% File Edit Search Navigation View Tools Specialist Options Window Help
e Dats [ & & Open Disk.. F9 By | £ 44
File Edit JW4_HD Disk Tools >
oy Test Case Partition File Tools >
i ] ,NNa @ Open Memory... Alt+F9 ) Full path
- ] i3St \Start sectors
@-22, Partition 1 ,Pa View 1+F9 \Partition 1
@52, Partition 2 iPa External Programs > \Partition 2
—Ur Ed Calculator Alt+F8 Mhaparificnsh
Hex Converter... F8
Compare Data...
/- Analyze Disk F2
Compute Hash... Ctrl+F2
S Hash Database... 1+F12
- ails | <5 Gallery
offl &8 Run X-Tensions... 1+F8 | 8 9 10 11
000000 Start Center... J CO 8E D8 BE
000000w = O 68 1C 06 CB
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4. Click + and browse to the folder containing the XT_VFC5 DLL files
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Run X-Ter =
XwaysKPF_x64 dil
T P B .
5. Select the appropriate DLL:
pin Select Module *
PR T J oo
Quick access Name - Date modified Type Size )
HashDB 31/01/2019 09:54 File folder
Va MPlayer 30/01/201916:26  File folder
Desktop Status Logs 04/04,/2019 08:30 File folder
viewer 30/01/2019 15:21 File folder
Iﬂ x64 30/01/2019 15:21 File folder
Librark |_1 DC.dll 17/01/2019 19:07 Application extens... 69 KB
forenes [5] hash.dil 17/01/201919:07  Application extens.. 202K8
. 2] hash2.dil 17/01/2019 19:07 Application extens... 177 KB
""‘ =] u.dn 17/01/2019 19:07 Application extens... 138 KB
This PC [ 1ut.dn 17/01/201919:07  Application extens.. 78 KB
‘ [] ReslL.dll 17/01/2019 19:07 Application extens... 1,570 KB
3 |:| Ry.dll 17/01/2019 19:07 Application extens... 108 KB
Network ] Ry_att.dll 17/01/2019 19:07 Application extens... 78 KB
[] smTp.dil 17/01/201919:07  Application extens... 150 K
<] sqlite3.dll 17/01/2019 19:07 Application extens... 820KB
[ﬁ XT_VFC5_ad.dil 05/07/2019 10:32 Application extens... T16 KB
=] XwaysKPF_x64.dlIl 30/01/2019 13:22 Application extens... 2,882 KB
4 KwaysKPF_x64_v3.6.12.k.dll 30/01/2019 13:22 Application extens... 872 KB
7] XwaysKPF_x64_v3.6.12.m.dll 30/01/2019 13:22 Application extens... 873 KB .
Flename:  [XT_vFC5_64dl v] oK |
Files of type: | Executable Files ~ Cancel |

NB There is no need to copy the file to the X-Ways folder. Just point XWF at the "Integration" folder to ensure
the your X-Tension gets updated each time you upgrade VFC (if appropriate).
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Selecting the X-Tension within XWF

To use the X-Tension in XWF proceed as follows:

1. Confirm VFC v5.0.5 or later is installed correctly and has been launched at least once

2. Create / open the desired XWF case

3. Navigate to the Tools / Run X-Tensions menu

o

sy X-Ways Forensics: Test Case -

% File Edit Search Navigation View Tools Specialist Options Window Help
Case Data ) O & & Open Disk... F9 CE # 44
File Edit JW4_HD Disk Tools >
wiy Test Case Partition File Tools >
{sl 1 7'Na &y Open Memory... Alt+F9 ) Full path
B-Se ] §Ste i \Start sectors
@, Partition 1 = Pa View f1+F9 \Partition 1
@, Partition 2 5,Pa External Programs > \Partition 2
12V Em Calculator Alt+F8 Muperiitionals
Hex Converter... F8
Compare Data...
/- Analyze Disk F2
Compute Hash... Ctrl+F2
< Hash Database... 1+F12
=

Off ¢ Run X-Tensions...

1+F8

ails | 25 Gallery
8 9310 11

00000

Start Center.. 5 ﬁ CO 8E D8 BE
000000v = 68 1C 06 CB

4. Double click the XT_VFC5 DLL in the list:

S T o L

| XT_VFC5_g4dl

[_avoc |

Cancel +
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5. Follow the on-screen prompts to run the X-Tension.

VFC5 XWF X-Tension v5.0.5.4303 (o]

VFCS5 XWF X-Tension v5.0.5.4303 x64 [Built Jul 52019 10:32:43]

{c) MDS5 Ltd 2019, XWF API (¢} X-Ways Software Technology AG.

This X-Tension mounts supported images from the current XWF case in
VFC Mount and then launches VFC

Found 1 supported image files:

M:\00017808\Evidence Files\JW4\JW4_HDDO\JW4_HDDO.EC1

Mount images in VFC?

See the XWF message window for progress / troubleshooting information.
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Known Issues, Error Messages & Troubleshooting

Updated VMware Runtime Component

When you start VFC, any version from 4.16.8.10 onwards will perform a check of your host system for
the presence of VDDK and VMware. It will also perform a version check to see if the VMware variant
matches what has been tested against.

If your version of VMware predates the earliest supported version (currently v12.5), you will see this
message (with varying version numbers):

Outdated VMware Runtime Component X

VFC has detected your version of VMware may be out of date
VFC requires VMware Workstation/Player v12 or later

We recommend you update your VMware application to avoid
unexpected problems

If your version of VMware is recent enough, this message should not appear.

Please note, if your version of VMware is older, you may experience some latency or restriction of
functionality within VFC. If you experience issues, please consider updating your version of VMware.
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Problem with Shortcut — The parameter is incorrect.

Problem with Shortcut >

e The parameter is incorrect.

If updating VFC, existing desktop shortcuts may cease to function. Please delete and recreate the
shortcuts from the new program file in the Start menu.

The physical disk is already in use

Sometimes, when you launch or power on your VFC VM, you will find a message similar to this pop up
and the VM will fail to boot:

WFC - Mew Win & Virtual Machine - VMware Workstation -

IQI The physical disk is already in use

_— Cannot open the disk 'C:YUsers\ain.Nash\Documents WEC
Demo FilesiMew Virtual Disk-000002, vmdk' ar one of the
snapshot disks it depends on.
Module 'Disk’ power on failed,

Failed to start the virtual machine.

The Physical Disk In Use (PDIU) error is common when working with VMs. Historically, the only solution
to this error was to reboot your forensic terminal. It was exceedingly frustrating but once it was there,
it wasn’t going away.

The features of the “Settings/Tools” tab can be employed to discard offline mount points and disable
automatic mounting which allows VFC to have sole access to the connected physical drive/mounted
image. Mounted drives will need to be unmounted and then VFC closed. VFC can then be reopened,
the images can be remounted and the process started again — it is far from ideal but can prevent the
user needing to restart their forensic workstation.

The problem is less likely to occur if you use VFC Mount because it contains special additional logic to
mitigate this issue.

See the section above on the Settings / Tools tab for more information.
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Discard mount history )4

WARMING: This feature will discard the mounted disk history.
This may change historic drive letter assignments.

Please ensure no additional disks are attached / mounted and press
K.

Similarly, with connected physical (tangible) drives, the drives should be disconnected, the tools used
as above and the drives reconnected. It is likely that VFC will need to be restarted.

What causes PDIU errors?

Most users of VFC will come across the PDIU error quite early in their use of VFC.

It occurs when Windows automatically mounts new file systems and prevents VMware from gaining
exclusive access to the underlying disk. Windows caches the signatures of previously mounted file
systems so that it can quickly and consistently re-mount them again in the future. This means that once
the PDIU error has occurred it is very likely to occur again. With this regard, if the above method does
not work, it is very difficult to solve via any means other than a full system reboot.

To minimise the chances of experiencing this error it is recommended that when performing
virtualisation with VFC, you follow the following steps, in order, by way of precaution:

Recommended procedure:

Disconnect all external disks, write blockers
Unmount any mounted disk images

Tick checkbox

Press button

Prefer VFC Mount in future and always tick checkbox

uhwnN e

Please note, this is not a guaranteed tactic but it should reduce the instances where you will need to
reboot your system.
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Unable to open kernel device

WFC - Mew Win 10 Virtual Machine - Viware Workstation ot

s ] nable to open kernel device "\, \Globallwvmx8&": The system cannot find
' | the file spedfied. Did you reboot after installing YMware Workstation?

Failed to initialize monitor device.

“Failed to initialise monitor device”

This error can occur if VFC or VMware are not being run with Administrator privileges.

Guest operating system " is not supported

VFC - Win10 Virtual Machine - Vidware Workstation pod

IQI Guest operating system " is not supported.

— Select a guest operating system from the General page on the
Options tab of Virtual Machine Settings.

This can happen if VFC has not correctly identified the OS and could require you to manually select
the requisite OS from the drop-down list.

If this happens, please send a copy of your log file and an explanation of the issue to our Support
team for further investigation by our Development team. Please send your log file to
support@md5.uk.com.

VMware wants you to Take Ownership of the VM

Sometimes when trying to boot an image using VFC, once you generate and launch the VM you will get
an error asking to take ownership and selecting either response can cause the VM to close.

The most common reason this occurs is that the VM was created by VFC but you are trying to open it
directly in VMWare. This will fail unless VMWare was launched with Admin rights (right-click, select
‘Run as administrator’).

If this doesn’t resolve the problem, please check the VMWare log files. They should contain an
explanation of why it has failed.
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VMware reports that the Operating System has not been found on Launch

An operating system wasn’t found. Try disconnecting any drives that don’t contain an operating system.

(@) VFC - Mew Win1D AG demo Virtual Machine - VMware Workstation — [m| X

File Edit View VM Tabs Help ~ | B O 0 R B & |E

(551 VFC - New Win10 AG demo...

An operating system wasn’t found. Try disconnecting any drives that don't
contain an operating system.
Press any key to restart

To direct input to this VM, click inside or press Ctrl+G. = \E'g D

This can happen if you have created a VM with multiple drives and have chosen the wrong drive
interface. Unless you know the exact configuration of the original hardware, the safest bet to avoid this
issue is to add additional hardware using a SCSI interface.

Alternatively, you can change the boot order in VMware BIOS (or mount the disks in a different order
in VFC Mount before creating the VM).
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Cannot open the disk

VFC - New Virtual Mac

Cannot open the disk 'D:\VFC DEMO\VFC\New Virtual Disk-000002,vmdk' or one of the
snapshot disks it depends on.

Reason: The parent virtual disk has been modified since the child was created.

There may be occasions when the VFC generation appears to function seamlessly yet a message similar
to that displayed above is encountered when starting the machine.

This issue is caused by an inconsistency in the time stamps of the generated virtual disk cache files and
has been found to occur most often when Windows Explorer is open during the generation process.
This is believed to cause an issue with cleanly dismounting the disk cache via vmware-mount.

There are several methods to resolve this issue if it is encountered.

(i) Regenerate the virtual machine in the same folder, discarding the existing files.

| v =

One or more remnant files already exist for this Virtual Machine

VFC cannot continue until these files are removed
i or the virtual machine name and/or location is changed

Press OK to Delete ALL files in this folder

Press Cancel to select an alternate name & location

[ OK Cancel
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(i) Revert to snapshot (if using Workstation) — this will flush the latest disk cache and reset

the problem time stamps.

4 I&E Do you want to restore "VFC Baseline™

|

By restoring this snapshot, the current state will be lost.

(If reverting to snapshot, do the process twice as otherwise the snapshot numbering

sequence may latterly fall out of sync.)

(iii) Disable the baseline snapshot option via the Options button ( ) on the main dialog

screen prior to generating the VFC VM.

VFC v5.0.4.4282 x64 - Options

Options

[ Fix mass storage (fail to boot) driver issues

[ " P Create baseline snapshot ]

[[JLegon command prompt (5P only)

[] Administrater logen on welcome screen (XP only)
[ split virtual disk into 2GB chunks

Disable auto reboot on system crash

Fix 'known' VM conversion problems

[AFix %P wPa (XP Only)

Inject generic Windows password reset tool (experimental)
Limit RAM to 2GB

Overrides

Drive Interface | — AutoSelect - ~

05 Folder | — AutoDetect — Ea

Initial Screen Resolution (XP Only) | 1024 x 758 (Recommended) — ~~

Process and message delay controls

(Primarily for use on BootCamp Windows installations on

Apple Mac Pro Tower based Host Systems with HFS drivers installed
and active - Set Process Delay to 3125 or higher)

Message Delay (miliseconds) Ij' :
Process Delay {miliseconds) Ij' :

Save Settings Load Saved Reset to VFC
as Default Settings Defaults
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Host System is Windows 7 on a Boot Camp Mac Pro

It has been identified that when running Windows 7 on a Boot Camp Apple Mac Pro (and potentially
other Mac hardware), VFC does not function as expected during the analysis and generate VM
procedures.

It is believed that the installation of the Apple Boot Camp drivers causes an issue with VFC whereby the
mounted disk caches (generated as part of the analysis and generation stages of the VFC virtualisation
process) fail to be read correctly.

This failure to read the mounted cache partition leads to errors detecting the operating system and
injecting the requisite patch code into the subject registry.

The current resolution is to either remove the Boot Camp drivers; adjust the ‘Process Delay’ setting
to 3125 or higher, or both of these options, whereby it has been found that the VFC will function as
expected.

Investigation and development continue in order to attempt to make VFC fully compatible with Mac
based Windows installation which incorporates the Apple Mac Boot Camp drivers.

NB:  The above is guidance that has come to us which we wanted to share because we can see how
it could be useful. Whilst we understand that VFC may be used successfully with BootCamp we
are unable to formally support this at this time.

Could Not Unload Registry

If the VM generation process fails unexpectedly, this may result in the previous guest OS registry
remaining mounted. This can prevent further VMs from being created. To fix this problem, please
restart VFC to unload any remnant hives. If this fails, please reboot your forensic workstation.

f Error! ldz-]\

‘81 Could not load registry!
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The VFC was unable to communicate with the dongle

If you attempt to run VFC without a dongle*, or with a green dongle and the dongle drivers have not
been installed, you will see the following error message:

WFC w3 164 License Error -

Unable to validate WFC v5 license.
Please check your dongle is connected.

If the problem persists, please run VFC License Manager or
contact Technical Support.

Install the respective drivers or plug in your dongle to overcome this.

*Please note, if your computer crashed while using VFC or for some reason VFC itself crashed, you
may need to unplug and re-insert the VFC dongle to re-initialise the licence and release the licence
from the previous session. If the issue persists, you may need to restart your workstation.
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Updating your VFC Dongle

The VFC ‘License Manager’ is installed alongside VFC and can be accessed either from the VFC program
installation folder or within the program itself. Please refer to the earlier section on Updating or
Upgrading your VFC Dongle.

e YOU MUST CLICK ‘UPDATE DONGLE’ TO APPLY THE NEW SETTINGS.

e If you have multiple dongles that require updating, please insert only one at a time and
program them independently. Once each has been updated, just swap the dongles and click
‘Query Dongle’ and start over again.

e To update multiple dongles, please program them one at a time and proceed as follows:

1. Insert the dongle and wait a few seconds for it to be detected by Windows

2. Click ‘Query Dongle’:

¥E€ VFC License Manager v5.0.6.4322 x64 X

-

P

Virtual Forensic Comp ihg

i~ Dongle Information - ]

Dongle SN: | Query Dongle ‘

3. The dongle serial number and existing license information (if present) should populate:

Dongle Information
oenge s [30000x Gt
Current License i
Days Remaining: _
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4. Depending on how you intend to update:
a) If online: Click ‘Check Online’ to permit License Manager to query the online
license system:

—MNew License
Activation Key (PID): I |
Expiry Date: I
Days Remaining: I Check Orline |
Product/SKL: I Update Dongle I
VFC and the VFC logo are registered trademarks of MD5 Ltd MD5 Ltd @© 2007 - 2019

b) If offline: Click ‘... and enter the new PID authorisation code (this should have
been supplied to you by our Sale team) and click ‘OK’:

—Mew License
Activation Key (PID): I |
Expiry Date: I
Days Remaining: I Check Onfine |
Product/SKL: I Update Dongle I
VFC and the VFC logo are registered trademarks of MD5 Ltd MD5 Ltd © 2007 - 2019
—Current License
Expiry Date:
Enter new activation key
EEEEAE SRR LSRR R T
Cancel | oK
— MEwTTEnSE
Activation Key (PID): |
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5. Confirm that the ‘New License’ information is as expected:

INew License
Activation Key (FID): Im-m-m‘m _l
Days Remaining: _
Product,/SKL: _ IUpdate Dongle
VFC and the VFC logo are registered trademarks of MD5S Ltd MD5 Ltd © 2007 - 2019

6. Click ‘Update Dongle’ to program the dongle:

s AT -
VFC and the VFC logo are registered trademarks of MD5 Ltd MDS5 Ltd © 2007 - 2019
7. The new license information will appear:
¥E€ VFC License Manager v5.0.6.4322 x64 X

Yse Manager

%

—Dongle Information

Dongle SN: I Query Dongle I

—Current License

Expiry Date:

peees

Product/SKU: Download VFC

8. Remove dongle and repeat as necessary
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No license found on Dongle SN: XXXXX
Please enter a PID key or check online

YFC License Manager -

_"‘-.I Mo license found on Dongle SR KX

=" Please enter a PID key or check online,

If you have problems updating your dongle or renewing your licence, this may be caused by the wrong
dongle drivers being installed. Please ensure the relevant dongle drivers are installed if required.

Alternatively, this may be caused by the utilisation of an older and potentially obsolete version of the
VFC License Manager tool.

A third option is that your dongle was programmed with a legacy system and needs bringing up to date.
Please install the latest License Manager software and contact our Sales team at sales@md5.uk.com if
the update/upgrade instructions linked above don’t work.

OLDER VERSIONS OF THE SOFTWARE CANNOT UPDATE DONGLES FOR VFC5.

Please ensure you are using the latest version of the VFC License Manager software. You may have
existing shortcuts on your desktop to obsolete versions of the License Manager. It is recommended
these are removed.

License system reports no license available

If you see this message, it could be that you are trying to access our database via a proxy server, or
that the database doesn’t currently hold an update for your dongle. If you see this message, please
contact sales@md5.uk.com to check that the license has been upgraded, or to upgrade your
subscription. They can issue you with a PID key if you are still experiencing problems:

WFC License Manager: >

| License system reports no license available,

" Please contact technical support.
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No dongle detected. Please check hardware and try again

If your dongle is not detected, please ensure your dongle is plugged in correctly:

VFC License Manager X

'_"‘-.I Mo dongle detected.

= Please check hardware and try again.

If your dongle is not correctly detected and VFC fails to start or License manager reports no dongle
detected, please try the following troubleshooting tips:

Remove / re-insert the dongle

Try the dongle on another workstation

Start VFC License Manager and click ‘Query Dongle’ (then follow appropriate instructions)
Contact Technical support

P wnNPR

NT4 SP0-SP5/ NTFS OS will fail to boot after virtualisation with VFC

A virtual machine containing NT4 SPO — SP5 will typically fail to boot after it has been virtualised with
VFC.

This problem is caused by the Windows 2000 and later NTFS driver on the host PC. This automatically
upgrades the on-disk NTFS format to v3.x the first time the file system is mounted. This upgrade process
cannot be disabled. Unfortunately, the new NTFS format incompatible with Windows NT prior to SP6.
There are two ways to work around this:

1. Install NT4 SP6 prior to virtualisation

2. Confirm the image to FAT (This will lose file permissions but should still produce a bootable
system.)

NB This is a Windows OS limitation and not a bug in VFC.
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With the Win10 Creators update, Microsoft enabled Hyper-V by default. Hyper-V and VMware don’t
play nicely together and VMware won’t run VFC VMs (and probably ANY VM).

The issue is that the various virtualisation platforms will not run concurrently and you should therefore
only have one running at any time. To use VFC (and therefore VMware), you must disable Hyper-V.

If Hyper-V is enabled and you try to run VMware, you will see the following error message:

pBasichaster - Widware Workstation ot

VMware Workstation and Device (Credential Guard are not
compatible. YMware Workstation can be run after disabling
Device /Credential Guard. Please wisit

htpe e vrware, comy/goturnoff CG DG for more detzils.

Ok

The fix is actually quite straightforward, in that all that is required is that the newly auto-enabled Hyper-

V feature just needs to be unchecked and ‘turned-off’ within the Windows features menu:

|
-

+

5% Windows Features

—J

— O X

Turn Windows features on or off w

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

Hyper-V A
Hyper-V Management Tools
Hyper-V Platform
(]| ' Hyper-V Hypervisor
(]| | Hyper-V Services
Internet Explorer 11
Internet Information Services
Internet Information Services Hostable Web Core
Isolated User Mode
Legacy Components
Media Features
Microsoft Messaae Queue (MSMO) Server Y.

0K ‘ Cancel

Please note, this is a VMware/Microsoft and User-environment issue, and not directly related to VFC.
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Frequently Asked Questions

Which Disk Formats are supported by VFC?

VFC continues to develop and currently supports:

Forensic image files mounted using VFC Mount Tool (preferred)

. It currently supports .E01, .EX01, AFF4, .VMDK, .BIN, .IMG, .RAW, and .DD images.
Forensic image files mounted using AccessData FTK Imager 3

Forensic image files mounted using Mount Image Pro

Forensic image files disk emulated using Guidance Software Encase PDE (Physical Disk Emulator)
(write blocked) original physical disks (IDE, SATA, USB, IEEE1394)

Unix style uncompressed 'dd' images and,

Vogon format uncompressed 'img' images.

Which Systems can be booted using VFC?

VFC has been used to successfully virtualise the following:

Windows 3.1

Windows 95

Windows 98

Windows ME

Windows NT

Windows 2000 (Pre, Server and Advanced Server)
Windows XP (Home, Professional, Media Center, Professional x64)
Windows Vista (x86 & x64)

Windows 7 (x86 & x64)

Windows 8 (x86 & x64)

Windows 8.1 (x86 & x64)

Windows 10 (x86 & x64)

Windows Server 2003 (Web, Standard, Enterprise, DataCenter, Small Business — x86 & x64)
Windows Server 2008 (x86 & x64)

Windows Server 2012 x64

Windows Server 2012 R2 x64

Windows Server 2016 x64

Windows Server 2019 x64

Linux (experimental)

MAC OS X (10.5 and above) (experimental)

Sun Solaris
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VFC utilises the freely available VMware Workstation Player/Workstation Pro, Virtual Disk Development
Kit (VDDK) and a Mount Utility to mount forensic images files — it comes with its own Mounting tool
and a table version of VDDK is supplied so you will only need to acquire a copy of VMware.

Do I need to have a mounting utility?

Not strictly. VFCis capable of using physical disks or 'dd' images and comes with its own mounting utility
(VC Mount) so there is no need to utilise a third-party mounting tool for VFC to work.

VFC Mount creates read-only physical disks. FTK Imager/Mount Image Pro may be required if you need
an option to allow for it to be blocked but writeable. This may be the case if you need to be able to
change the files (in the cache) for making changes to the OS and/or for hacking defences (deploying
sniffers etc.).

NB If you are using physical disks, it is imperative that you use a hardware write-blocking device to
connect this disk to your own system, otherwise your host system will almost certainly try to
write to the physical disk and this will change the evidence.

Do I need to have EnCase?

EnCase is only required if you wish to utilise the Encase Physical Disk Emulator (PDE) in order to emulate
a physical disk. VFC Mount, FTK and MIP will provide the same solution in a more flexible format.

Please note, if using EnCase PDE, you will only be able to mount one image at a time so the options for
adding drives via Modify Hardware will not be available.

How Do I Use VFC?
VFC is as easy to use as 1-2-3:

1. Mount the evidence file (or attach the [write-blocked] physical disk)
2. Select the disk (or dd image) and the relevant partition
3. Generate the machine and use the Launch feature to start it in VMware.

What limitations does VFC have?

VFC will successfully boot 95% of Windows based disks / images it is presented with. VFC cannot
dynamically fix machines that are 'broken' and unable to be booted in the original machine.

Similarly, VFC cannot bypass software protection that is linked / licensed to the original hardware, or
workaround full disk encryption without the encryption key.
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Will booting an image using VFC alter the original evidence?

VFC dynamically creates a custom disk cache and directs all subsequent reads and writes 'through' this
disk cache. The original evidence is only ever 'read' and cannot be directly written to. Additionally,
mounted or emulated forensic image files are opened read-only by default, as are 'dd"' and 'img' disk
image files.

Does VFC support ‘partition only’ images?
No. This feature didn't work properly in earlier versions and was dropped for v4.50.
Does VFC support multi-boot systems?

Yes, multi-boot systems will generally work. In some cases, for instance if one OS requires legacy BIOS
start-up and another uses EFI based start-up it may be necessary to create two distinct VM's using VFC.
This is necessary because VMware can emulate either BIOS or EFI but not both at the same time.

I've used VFC but still get a BSOD halfway through the boot sequence! (What should | do?)

It may be necessary to boot into safe mode and disable services specific to the original hardware, such
as:

« Full disk encryption or wrong disk interface (SCSI, SATA or IDE)
« NVidia or ATl graphic drivers

« custom audio drivers

+  OEM specific utilities

If you are stuck in a repair-cycle boot-loop it may be necessary to change some settings using the
“Options” button on the home-screen.

Do I need to install the drivers for the New Detected Hardware?

It is not absolutely necessary to install these drivers; however, the virtual machine may not function
properly without them and you may find that the CD, mouse or floppy disk (for example) do not function
at all. It is recommended that you let the VM detect and install the necessary files and then reboot. This
should result in the VM being more stable and functional.

How can | improve the performance of the New Virtual Machine?

VMware Workstation Pro and VMware Workstation Player 12 and above include a suite of tools known
as the VMware Tools Package. Installing this will improve the performance of the VM.
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Can | access the Internet from the New Virtual Machine?

VFC is designed to be a forensic application and does not add any network support to the New Virtual
Machine to ensure it remains isolated from the network. It is possible to add network support and
hence connect to other networks (including the Internet), but this is not recommended. Adding
Network support is currently a manual process undertaken at the discretion of the user.

Can | transfer data between the New Virtual Machine and my own System?

You can use virtual (or real) floppy disks, USB devices and you can even connect a physical data disk as
a raw device and write directly to that disk. You can also use CD/DVD media (or ISO files) to read data
into the New Virtual Machine.

If VMware Tools have been installed, you can drag and drop from the VFC virtual machine to your own
Host machine and vice versa.

NB Not all of these methods are readily available with the standalone VMware Workstation Player.

Why does the New Virtual Machine need to be activated?

Windows XP and above may require activation due to the number of hardware changes that are
inevitable from changing between a physical and a virtual environment. Not all machines can
successfully be activated but all machines should be able to be accessed in 'Safe Mode' and this will
enable at least a partial interaction with the original desktop.

Can | create additional Snapshots?

Yes, VFC allows the VM to create multiple snapshots. Snapshot creation is dependent upon the version
of VMware being utilised.

What does VFC actually do?

VFC creates a disk cache that is used by VMware to intercept any changes to the underlying original
disk, whether this is a physical device, mounted forensic image or a full bit-for-bit image file.

VFC makes the minimum necessary modifications via the disk cache in order to ensure that it can
successfully boot in a virtual environment.

The whole ethos behind VFC is to keep the underlying image as close as possible to the original and yet
still make it function in VMware. In situ upgrades, which are advocated as one method of achieving the
same goal, were deemed too intrusive of the 'forensic' process.
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How do I get Additional Support?

You will find the most up-to-date version of the VFC User Guide and other useful documentation
available to download online at:

vfc.uk.com/downloads

Please check the User Guide in the first instance. For other enquiries not answered by the User Guide,
please:

e e-mail support@md5.uk.com or
e calluson +44 (0)1924 220 999 between 08.30 and 16.30 GMT

We aim to respond to all requests within 48 hours.

Download Links

VFC SOFTWARE & PWB.BIN

https://www.vfc.uk.com/downloads

VMware Workstation Pro or Workstation Player

Buy:

https://store.vmware.com/store?Action=home&Locale=en GB&SitelD=vmwde

Try:

https://www.vmware.com/uk/products/workstation-player/workstation-player-evaluation.html

VMware VDDK 5.1.4

(please find a copy in the downloaded VFC-Setup folder)
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